MunncTepeTBo Hayku u BbICIIero obpazoBanus Poccuiickoii Denepanun
DenepansHoe FOCY/IapCTBEHHOE OIOKeTHOE 06pa3oBaTeNbHOE
YUIPeKIEHHEe BbICLIEro 06pazoBaHusI
«KOMCOMonLCKHITI-Ha-AMype FOCYIapCTBEHHBIN yHUBEPCHTETY

YTBEPXJIAIO

_bakynbrera KQMHfbroTepHEIX TEXHOJIOTHit
BaHue (akyIsTeTa)
AL1O. I'puropres

PABOYAS ITPOT PAMMA JAUCIHAIIIIUHBI
besonacuocrs cereii IBM

i Hanpasnenne noarotosky 1 10.05.03 "Huopmayuonnas 6ezonacnocme f
: | ABMOMAMUBUPOGAHHbIX cucmem” '
|""""""""'*""'"""""”""“"‘""\ """""""""""""""""""""""""" ‘: """"""""""""""""""""" )
i Hanpasnerrocts (1podmns) i Obecneyenye unGopmayuonnoii Gezonacrocmu :
. 00pasosatenkHoif nporpamsr | pacnpe denennelx unpopyayuonneix cucmey, 5
i KBanuduxanus BEIITYCKHHKA i cneyuanicm no 3cuyume unpopmayuu ;
{ T'oz1 Ha"ama 1oAroTOBKY 12019 !
(o yseOnomy maany) | Bt =
i ®opma oGyuenns L ounas ;
: Texnonorus o6yuerus | mpaduyuounas ;‘
;’ Kype : Cemectp : Tpynoemkocts, 3.¢.

! 4 ' 7 ; 4 :
;' Bun npomesxytounoi aTTecTanuu : Obecneunparormmee noJpas/ieNieHue i
DKzamen | Kapeopa HBAC - Hugpopmayuonnas 5
: : besonacrocme ABMOMAMUIUPOBAHHBLX :
RS S S et cucmem __________________________ ;

Komcomonsck-na-Amype 2021



PazpaboTuunk paboueit IIPOrpamMMBI:

Aok A T A

(#mcocts, clencn, yueroe )

COI'NTACOBAHO:

3aBexyrommii kadepoit

UBAC
(HanMeHoBaHHe Kadeapsr) /@W 2 A(?Cd /{/M]Hﬂg A .}‘0 .

(néatincn) (PHO)




1 Obmmue nosoxenus

Pabouas nporpamma u (oHI OneHOUHBIX cpencTB AuCHEMUHEBI «Be30MacHOCTh CoTei
OBM» coCTaBITeHEl B COOTBETCTRHE € TPEGOBAHUSIMH denepansHOTO rOCyapCTBEHHOIO 00pazo-
BarCIILHOTO CTAHAAPTA, YTBEPHKICHHOrO NMpHKasoM Mumnuctepersa obpasoBanus u uayku Poc-
cuiickoii @eneparu Ne 1509 ot 01.12.2016, u 0cHOBHOIH podeccHonanbHOM 06pa3oBaTenbHOMN
MporpamMmb! IOAroToBKH «ObecneyeHne MHPOPMALIMOHHON GE30MacHOCTH pacnpeneneHHbIx
MH(POPMAIIMOHHBIX CHCTeM» TI0 crenuatsnoctd 10.05.03 "Mndopmarronnas 6e30MacHOCTS
ABTOMATH3UPOBAHHBIX CHCTEM".

3anaun H3YHGCHHC OCHOBHBIX MPHHIMIOB (YHKIHOHHPOBAHHS CETEBBIX MPOTOKOMIOB;
AUCIHIUIAHBI TIPHBUTHC HABLIKOB KOMIITICKCHOTO IPOCKTHPOBAHHSI, TOCTPOEHHMS, OOCITY K-
BAHUS U aHATH3a 3aIMMIIEHHBIX BHMUCIHTETBHBIX CETEl; U3yyeHUe OCHOBHBIX
yrpos s cetax 3BM u MeTo0B NpoTusBoaeiicTenA Um;
OcHOBHBIE Besonacnocts cereit OBM, ceteBbie onepanuonHbre CHCTEMBI, CKAHHPOBaHKE
pasziesl / TeMbI
\ﬂmumﬂmuu

2 Ilepedyens nuaHHpYeMBIX Pe3yJIbTATOB o0y4eHns o JuCHHILIHHE (MOTY.1I0),
COOTHECEHHDLIX ¢ IIAHHPYEMBIMH Pe3y.IbTaTaMH 06Pa30BATEILHOMN NPOrPaMMbI

Iponecc usyuenns mucuummner «besonacaocTs ceteii YIBMy HalpaslieH Ha Gopmupo-
BaHHE CIENYIONIUX KOMIIETeHIHH B cooTBeTcTBHM ¢ GI'OC BO M 0CHOBHOIH oOpa3zoBarensHOM

nporpammoii (tabnura 1):

Tabmuua 1 — Komnerenimu u manupyembie Pe3yIbTaTEl OOYUCHHUS 110 THCIIHILTHHE

Kon 1 nauMmeHoanmne
KOMIIETEHIIHH

HﬂaHpreMbIe PE3YIbTATHI OGY'—ICHHH IO JTUCHHUTLIAHE

[epeuens 3nanuii

[lepeuens ymenwuii

IMepeuens naBpikoB

IMpodeccuonansupie

CriocoOHOCTBIO obecre-
YHTh sbdexTrBHOE
[pUMEHEHHE HH(pOpMa-
ITHOHHO-
TEXHONOTHYECKHX  pe-
CYPCOB  aBTOMaTH3UPO-
BaHHOH CHCTEMEI C yue-
TOM TpeOOBaHHH HH-
(hopmarmonnoit 6es-
onacHoctH (I1K-24)

31(IIK-24-2) Ilpun-
LUIBI TOCTPOEHHUS U
(byHKIEOHHPOBaHMS,
OpUMEpbl  peaiusa-
OHH  COBPEMEHHBIX
JOKalbHBIX M  IJIO-
OalIBHBEIX  KOMIIBIO-
TEPHBIX ceTeit

VI(IIK-24-2) Tlpo-
eKTHPOBaTh W aj-
MHHHCTPHPOBATH
KOMITBIOTEPHbIE
CeTH, pCalM30BHL-
BaTh HOJUTHKY
OezomacHocTH B
cersix OBM

HI1(ITK-24-2) Hagwl-
Kam# pa3paboTKHu,
JIOKyMEHTHPOBAHHUS

KOMITBIOTEPHBIX  ce-
TeH ¢ y4eTtoM TpeGo-
BaHUH 10 obecmeye-
HHIO 6e30macHOCTH




CrocoOHOCTBIO  BBIIIOJI-
HATH IOJIHBIA 00beM pa-
60T, CBSI3aHHBIX C pea-
JU3alMel YacTHBIX TIO-
JIUTHK ~ HH(OPMAIHOH-
HOH Oe3omacHOCTH aB-
TOMAaTH3HPOBAaHHOH CH-
CTEeMbI,  OCYLIECTBIIATH
MOHHUTOPHHI H  ayIuT
Oe3omacHocTH  aBTOMa-
THU3UPOBAHHON CHCTEMBI
(IIK-27)

31(I1IK-27-3) Ilocne-
JI0BATEIILHOCTh U CO-
JiepKaHue ITANOB
MOCTPOEHHUST  KOMIIb-
FOTCPHBIX CeTeH

VI1(IIK-27-3)  Dd-
(DeKTHBHO HCIIOJIb-
30BaTh pa3iIMYHbIC
METO/Ibl U CPEICTBa
3aMThl HHpOpMa-
OUM U1 KOMIIBIO-
TEPHBIX CETEH

HI(IIK-27-3) Hassi-
KaMH  JKCIUTyaTaruu
H  aJIMHHHCTPUpPOBa-
HHs (B yacTH, Kaca-
IOLIeHcs pasrpanuye-
HHS JOCTYIA, ayTeH-
TH(UKAIME | ay/uTa)
JIOKATBHBIX KOMIIBO-
TEpHBIX ceTeil ¢ yue-
TOM TpeboBaHui 110

obecrieyeHH IO WH-
(dopmanHoHHOH Ges-
OMacHOCTH

IpodeccnonanbHO-CHeNAANN3HPOBAHHBIE

CrocoOHOCTHIO  TIPOBO-
JHTh AyJHT 3allHIICH-
HOCTH HH(OPMAaIHOHHO~
TEXHOJOTHYECKHX  pe-
CYpCOB  pacHpeieseH-
HBIX HH()OPMaLIHOHHBIX
cucrem (IICK-7.3)

31(TICK-7.3-2) Oc-
HOBHBIE KpHIITOTpa-
(buueckue  METOIBI,
AITOPHTMEL,  IIPOTO-
KOJTBI, HCTIOJIb3YEMbIE
JISE obecrnicyeHus
0e301MacHOCTH B ce-
Tax 9BM

YI(TICK-7.3-2)
[IpoBonuts MOHH-
TOPHHT yrpo3 0e3-
OIIACHOCTH KOMITb-
IOTEPHBIX CeTeH

HI(IIK-7.3-2) Hagsl-
KaMH{ HCIIOJIb30BaHUA

TIPOTPaAMMHO-
anmapatHbIX CpeCTB
obecrieueHust 6e3-
OIIACHOCTH ceren
DBM

3 Mecto HCHHILTHAEI (MOAY/Is) B CTPYKTYpe 00pa3oBaTeLHOI IPOrpaMmel

Hucuunmua(momyin) «besomacHocTs cereit DBM» usyuaercs Ha 4 Kypee B 7 ceMecTpe.

Jucnummaa seisercs 6a30BOH JUCIUIUIMHON, BXOIUT B cocTaB 010oka | «JIMCIUIIAHbI
(MOZyJIH)» U OTHOCHTCS K 6a30BOM YacTH.

Jliist OCBOEHHMS IMCIUILIMHBL HEOOXOMMbI 3HAHHS, YMCHHS, HABBIKA U (WIIM) OIBIT TIPAK-
THYCCKOHU JEATENLHOCTH, COPMHUPOBAHHBIE B MPOIECCE H3YICHHUS UCIIUIUIAH / TIPaKTHK: Bes-
OTIacHOCTh ONepalMOHHbIX cucteM, MHaopManuonas 6e30nacHOCTs 0OBEKTOB KPUTHUECKOM
uHpopmManmonHoi MH(PACTPYKTypsl, OE30IIACHOCTE CHUCTEeM 0a3 [IaHHBIX, BHYTPEHHHH H
BHEUTHUH ayIuT HHPOPMAITHOHHON 6€30II1acHOCTH.

3HaHWsA, YMEHHA H HaBBIKM, CHOPMUPOBAHHBIE TIPH H3YYEHHH JMCLHUIIIKHBI
«besomacHocTh ceteii DBM», OyayT BocTpeOOBaHBI IIPU BBIIOJHEHUS BBITYCKHON KBANH(H-
KalHOHHOI pabOoThIL.

Huctmmmna «besonacnocts ceteit 9BM»» B paMKax BOCIHTATEIBHON paboThl HAIpaB-
JIeHA Ha Pa3BHTHE TBOPUECTBA, MPO(ECCHOHATBHBIX YMEHHHA, OTBETCTBEHHOCTH 34 BBIIOJIHEHHE
yueOHO-IIPOU3BOACTBEHHBIX 3aIaHMH.

4 O0bem JHCHHIIHHBI (MOIYJ/I) B 3a4€THBIX €JHHHIAX € YKA3aHHEM KOJHYECTBA
aKa/JeMHYeCKHX Y4C¢0B, BbIAeJIeHHBIX HA KOHTAKTHYIO padoTy 00y4arwmmuxcs ¢
npenojasaresieM (M0 BHAAM Y9eOHBIX 3aHATHI) H HA CAMOCTOATEILHYIO paboTy
ofyualomuxcs



Obwas TpynoeMKocTh (06beM) THCIHILTHHEL cOCTaBISeT 4 3a4eTHLIE eNHHUIbI, 144
aKaJeMHYEeCKHX Jaca.

Pacnpenenenne o6nLema qucuunnabl (Mogyas) mo BuaaM yueGHBIX 3aHaTHil
npeacTaB/ieHo B Tabaune 2.

Tabmuua 2 — O6seM AHCHHILIHHBL (MOMTy1s1) O BHJIAM YYEGHBIX 3aHSTHIT

Bceero akanemu-
O0bem qHCOMIUIHHDI
YeCKHX YacoB

O6mast TpyI0eMKOCTh TUCIUILTHHE] 144

Konraxrhas ayxuropnas padora obyuaommuxcs ¢ npenoaaBsaresieM (mo
BH/IaM y4eOHBIX 3aHSATHIA), Beero

48

B ToMm uucne;

3aHATHS JTEKUHOHHOIO THIIA (JIEKIIMHE U HHbIC y4eOHBIC 3aHSTHS, pemy-
CMATPHBAIOIIAE NPEUMYIIECTBEHHYIO NIEPeady yaeGHOH HH(OpMAIHH Tie- 16
AaroruyecKUME paboOTHHKAMH )

SAHATHA CCMHHAPCKOTO THIIA (CEMUHAPEI, IPAKTHYECKHE 3aHSTHSI, paK-
THKYMEL, JIa00OPaTOPHbIE PaGoThI, KOJUIOKBHYMBI H HHBIE aHAIOIHTHLLE 3a- 32
HATHS)

CamocrosiTe1bHas paboTa 06yYaIOIMUXCH B KOHTAKTHAS pabota, BKmo-
Haroluas rpynioBkle KOHCYThTAHI, HHIMBHIYATbHYIO paGoTy 00yyaro-
MMXCS C MPENoAaBaTeNsIMK (B TOM YHCIIe HHANBHLYaTbHbIE KOHCYIIbTAIIHH);

60
B33aHMOJICHCTBHE B 2IEKTPOHHOM MH(DOPMAHOHHO-00Pa30BATENLHO cpene
BY3a
IIpomexyTounas arrecranus obyyaromuxcs — Jxzamen 36

5 Copepxanue JuCHHNIHEBI (mopty.1s1), eTpyKTYpHpOBanHOE 10 TeMam (pasnenam)
€ YKa3aHHEeM 0TBEIEHHOT0 HA HHX KOJIHYECTBA AKAIEMHYECKHX YACOB H BHIOB
yu4ebHoii pa6oTnl

Tabmumua 3 — CrpykTypa u CONIEPIKAHHE AUCIIUILTHHBI (MOyJ1s1)

[ Bunet yue6roii paGoTel, BKIOUas caMocTOsATeh-
HYI0 paboTy o6yHarOMMXCst H TPYA0EMKOCT (B
yacax)
Hammenosanwe paszenos, Tem u conepia- KonTtaxtras paGora
HHE MaTepHaia LPEnoJiaBaTes ¢ 00YYArOIHMECS
Jleknuu | Cemunapckue Jlabopatopusie | CPC
(IpakTHYeckue 3aHATHS
3aHATHS)
Besonacnocts cereit IBM.
Pacnpenenennas o6pa6orka nannsx. Kiac-
capuKanms ceteil Mo crocodam pacmpeze-
JICHHS TAHHBIX, CPABHUTEIBHAS XapaKTepH- 3 16 30
CTHKA DPAa3IHYHBEIX THIOB ceTeil. CeTeBble
CTaHAApTE! M TMPOTOKOIbL CeTeBble onepa-
UHOHHBIE CHCTeMBI. CpexncTBa B3amMojeii-
CTBUS TIPOIECCOB B ceTsx. CHCTEMbI K-




Haumenosanue paszieyioB, TeM H COACPKa-
HHE MaTepuala

Bupr yuedHol paboThl, BKIKOYAS CAMOCTOSTEb-
HyI0 paboTy 00YUaIOIIIXCS U TPYI0EMKOCTE (B

yacax)

KonraktHas pabora

nperogaBareiis ¢ 06y‘faEOH_[P[MHCH

Jlexkuun

Cemunapckue | JlaGoparopHbie

(mpakTHYeCKHE
3aHSATHSA)

3aHATHSA

CPC

€HT-CEPBEP, OJHOPAHIOBEIE CETH, JIOKalb-
HBle W riaodansHble ceTh. HeomHOpoHbIE
BBIYHCITHTENBHBIE ceTH. OCHOBBI KiIaccHpH-
KallM¥ CETEBBIX YTpo3 u atak. [Ipumepsr Tu-
NOBBIX aTak M PeKOMEHJANHH Mo noctpoe-
HHIO CHCTEM 3alIHTEL. BIHsHHE uenoBede-
CKOro (axTopa Ha CETEBYIO GE30IACHOCTD.
MapipyTH3aTOpbl, MEXKCeTeBble  JKPAHEI
(MD). OcHoBHBIe cxeMbl ipuMeHeHus: M2,
AboneHnTckoe mmdppoBanue. BupryaibHbie
YACTHBIE CETU. 3aIHTa KOMITOHEHTOB CETH
or HCJI. Mnentrdukamus u ayrenTuhuKa-
s abOHEHTOB ceTH. MEeTOoubl pasjie/ieH s
PECYPCOB H TEXHOJIOIHH pa3rPaHUYCHUs 10~
cTyna. DneKTpoHHas uubpoBas MOAIUCH U
naketHoe Imudposanue. Kpunrorpadude-
CKHE CETEBBIE MPOTOKOJBL. YTpaBIeHHe
Ko4aMy. 3amHTa oT cOOEB 3JIEKTPOIUTA-
HH$l, annapaTHOro H IIPOrPaMMHOTO obec-
neuenns. KoHTpome W pacmpenenenue
HArpy3KH Ha BBIYHUCIHTEIbHYIO ceThb. CTaH-
JIapThl 0€30NMaCHOCTH BBIYHCIHTENLHBIX Ce-
TEl M X KOMIIOHEHTOB. [IpaBoBbie OCHOBLI
3amUThl HHGOpMaIul B ceTsx. CKaHupoBa-
HHE Ha HAJIMYHE YSI3BUMOCTEH

CerteBble onepanHoHHbIE CHCTEMBI, aTa-
KH.

Cetesrle onepanuonnsie cucteMsl (OC)
NetWare, Windows, Unix. OcHoBHbIe npo-
TOKOJIBI, CITyXKOBI, QYHKITMOHEPOBAHHUE,
cpencTBa obecriedeHus: O€30MaCHOCTH,
CpPEICTBa YIIPABIEHUS H KOHTPOJIS, TeHepa-
1Usl, COTNPOBOKACHHE H pa3paboTKa IMPHIIO-
sxeHui. [ToHsTHE TONMMTHKH OE30MAaCHOCTH.
TunoBrie 21eMEHTHI MOJIUTUKH OE30I1aCHO-
cTH. PexoMenanuu o mocTpoeHHIo moJiu-
TUKH Oe3omacHOCTH. OCHOBHEIE IIATH 110

16

30




HanmenoBanune pa3ieyioB, TEM H COJIEpKa-
HHC MaTe€pualia

Buiel yueOHOM paboTEL, BKITFOUAs CAMOCTOSTENb-
HyI0 paboTy 00yJaromuxcs u Tpy10eMKOCTh (B
Jacax)

Konraxraas pabora
IPENOJaBaTENsl C 00yJaloIUMHUCs

Jleknun | Cemunapexue | Jlaboparopusie | CPC
(npaxkTuyeckue 3aHSTHS
3aHSATHS)

peau3aliy HOJIUTUKY Oe3zomnacHOCTH. [Toj-
JepiKaHne ¥ MOJUGHUKALS TOJHTHKH 0e3-
omacHocTh. Mcnonp3oBanue Opanamayspa B
cereBbix OC. V manenuslii octym K cete-
BeM OC. JlemusnrapusoBannas 30Ha. [1po-
1ecc crangaprusanud Mutepuer. bazosbie
nporokoikl cemelictBa TCP/IP. [TpoTokosst
ynpasjieHus ceTbl0. IIpuKafHbie mpoToKo-
JIBI M CITy>KOBI. DIeKTPOHHELA JOKYMEHTO-
060poT. OCODEHHOCTH peaM3aliy U B3au-
MOJECHCTBHS TPUIOKEHHH HA Pa3ITHIHBIX
mnatdopmax. [TporpaMmmuposanue juis
WWW. Iloctyn k 6a3am naunex B Matep-
HeT. OrpaHHYeH s COBPEMEHHOMN apXHUTeK-
Typsl MnTeprer. HoBble cranaapte! u mpo-
TOKOJIBL. SI3BIKOBBIE Cpe/ICTBA IPEACTABIIE-
Hus HHpopMmarmu B Uareprer. Cetu un-
TpaHeT. OCHOBHBIE IPHHIIAITEL 0becneye-
Hust 0€3011aCHOCTH H YIPABIEHHS pactipe-
JIeleHHBIMHA pecypcaMu. ObecrieueHue
HaJIe)KHOCTH HHPpacTpyKTyphl MHTEpHET.
Buer ucnonms3yemsix B iHTepHeT Kananos
cBa3H. OcobeHHOCTH uX 3aruThl. Mcron-
30BaHHE MEKCETEBBIX SKPaHOB. Bupryais-
HBIC YaCTHBIE CETH. IIpOTOKONBI MapIIpyTH-
3anun. Cemeiicteo TCP/IP. Ciyxk6b1 HOMC-
ka. besonacaocte WWW 1 21eKTpoHHOI
04Tkl besonacrocts Java. Cranuaprsl u
MPOTOKOJIBI 3AIIKIIEHHOTO AJIEKTPOHHOIO
JOKYyMEHTOO0OpOTA. 3alHTa IPOrpaMMHOTO
OKpy:KeHHs pabodeH cranuuu. 3ammTa nep-
COHAJILHBIX IAHHBIX. 3aIliTa OT BAPYCOB.
BesonacHoCTh pa3IMYHBIX THITOB MOIKIIIO-
yenus kK Marepuer. MHTErpanus oKaabHBIX
ceTeidl B perHOHANbHbIC U [TI00AIbHEIE CETH.
KonTpons u ananus obecnedenus 6e3omac-
HOCTH nojkmoueHus k Murepuer. [Tepexsar




Bzt yaeGHoit paboTEL BKItOUas caMocTOsTeND-
HYIO paGoTy 00yHaIOMUXCSt M TPYL0EMKOCTE (B
yacax)
Haumenosanue pasznenos, Tem u cojiepxa- KonTaxrHas pa6ora
HHUE MaTepuana NpernofaBaTelis ¢ 00y4aromuMHcs
Jlextun | Cemunapckue Jlabopatopusie | CPC
(mpaxTHyeckue 3aHATHSI
3AHATHSA)
naketos B JIBC
HTOI'o
1O AMCHHILIHHE 16 . ol

6 Bueayauropuas camocrosmebaas paGora 00y4aIOIMHXCH 110 AHCIHILTHHE
(MozyJtE0)

Ilpu mnanupoBanuy camoCTOSTETHHON paGoTHI CTYZIEHTY PEKOMEHIYETCSI PYKOBOJI-
CTBOBATLCH CJICAYIOIHUM paclpeeieHHEM JacoB Ha CaMOCTOATE/IbHYTO paboTy (Tabiuua 4):

Tabmmua 4 — PexoMeniyemoe pacmpe/iesicHue 9acoB Ha CaMOCTOATENBHYIO paboTy

KomnonenTs! camocronrennnoii paborel Komnuecrso yacos
Usyuenne TEOPETHUECKNX PA3/IENOB AUCITHTLIAHD] 5
TToAroToBKa K 1a60paTopHbIM paboram S
[MoaroToBka u odopmiieHue PI'P 50
Bcero 60

7 OueHouYHBIE CPeACTBA LIS IPOBEXEHHS TEKYIEro KOHTPO.Is
H NIPOMEKYTOUHOMH aTTeCTAlMH 00y4aI0MAXCS 10 JUCHMILIHEE (Moxy.ti0)

DOHJI OLEHOYHBIX CPE/CTB ISl MPOBEICHAS TEKYIIETO KOHTPOJISL YCIEBAEMOCTH | IPO-
MEXKYTOYHOH arTecTanum mpejacrasieH B [Tpuioxenuu 1.

IloNHEBI KOMIIEKT KOHTPOILHBIX 3aJaHMHH HITH HHBIX MaTepranoB, HEOOXOAUMBIX TS
OLICHUBAHUS PE3YILTATOB OOYUEHHS IO AMCIHIUIMHE (MOIYIIIO), IIPaKTHKE XPaHUTCSA HaA Ka-
benpe-pazpaborunxe B GymMakkHOM U 3JIEKTPOHHOM BHJIE.

8 Vuebmno-meronmueckoe u HH(OpMaNOHHOe ofecredeHHe MCHHILIHHDI
(Moxys)

8.1 OcnoBuas nuTepaTypa

1. Komnsiotepusie cetn; Yuebuoe mocobue / Kysun A.B., Kysun J.A. - 3-¢ usn., nepe-
pab. u gmom. - 2015. - 192 ¢ - [ZNANIUM.COM] - Pexum JIOCTyIa:
http://znanium.com/catalog/product/536468, OrpaHHYCHHBIN, 3ari. ¢ sKpana.

2. Ceru CBA3H H CHCTEMBI KOMMYTaIMK: YueGHOE mocobue / [Mapunos A.B., Ponyyrus
CB., Memuuk B.A. [ZNANIUM.COM] 2015. - 178 ¢. - Pexum  nocryma:
http://znanium.com/catalog/product/923309, orpannuennsii, 3ar. ¢ JKpaHa.

3. Kommsrotepubie cetu: Yuebuoe nocodue / H.B. Maxcumos, U.H. Iloros. - 3-¢ u3n.,
ucnp. u ot - M.: ®opym, 2008. - 448 c.: mn.; 60x90 1/16. - [ZNANIUM.COM] - Pexcam no-
cryna: http://znanium.com/catalog/product/163728, OrpaHHYEeHHBIN, 3ari. ¢ 5KpaHa.



8.2 Jlomo/HHTeALHAS IATEPATYPA

1. MaitBonz D. Besonacnocts cereif [ D1eKTpoHHbII pecypc]/ MaiiBong D.— DiekTpow.
TEKCTOBLIE AaHHBIC.— M.: MnTeprer-Vuusepcuter Undopmanmonnsix TexHOIOrHi (UHTVY-
HT), 2015.— 571 c.— Pexum nocryna: http://www.iprbookshop.ru/73727.html // IPRbooks:
9JIEKTPOHHO-OUOIHOTEYHAS CHCTEMA. - Pexum JlocTyna:
http://www.iprbookshop.ru/67231.html, orpaumuennsiii. — 3arm. ¢ JKpaHa.

2. 3uanruposa JI.O. BhIYHCIHTENLHBIE CHCTEMbI, CETH H TEJICKOMMYHHUKAUUK [DIek-
TPOHHBIH pecypce]: yuebHo-meTouueckoe nocobue/ 3uanrupopa JI.M.— DIIEKTPOH. TEKCTO-
Bpie JanHble. — 2015.— 150 c. // IPRbooks: 251eKTpoHHO-6HOIHOTeuHAs crcTeMa. — Peskum
noctyna: http://www.iprbookshop.ru/67231.html, orpasuennsiii. — 3arm. ¢ JKpaHa.

3 U.A. Tpemwes, I'.®. Bunsagitkun, U.A. Koxun BesomacnocTts ONEPALMOHHBIX CHCTEM.
Yacts 1. Raid, Boccranosienue daitos, metasploit // Usnarenscxue pemenus 2020 - 140c,

4 LA, Tpemes, I'.®. Bunpasiixan, U.A. Koxun. AJIMAHHCTPUPOBAHKE PACTIPEesIeH-
HBIX HHQOPMAUMOHHBIX cHCTeM. YacTs 1. AIMEHHCTpHpOBaHue HHPOPMALHOHHEBIX CHCTEM. //
Usparensckue pemenns 2020 - 162c.

5 WA, Tpemes, C.B. IIpokoseB. AIMEHHCTPHPOBAHHE pacnpeneneHHbIX HHpOpMaIu-
OHHBIX cHcTeM. Yacth 2. TexHonmorun uHGOpMALHMOHHBIX cHcTeM // M3natenbekue peleHus
2021 - 228c.

6 U.A. Tpemes, C.B. Ilpokodnes. Besonacrocts onepanronnsix cucrem. Yacts 2. Omne-
PAIMOHHbIE CHCTEMBI, YSI3BUMOCTH. // M3natenbckue pemenns 2021 - 262¢.

7 H.A. Tpemmes AHaNM3 3aIMUIIEHHOCTH PACTIPE/IEIIEHHBIX HHQOPMAIHOHHEBIX cHCTEM. //
Wsnarensckue pemenus 2020 - 102¢.

8 B.A. Tuxomupos Oneparmmonssie cuctemsr, U. 2. OnepanuoHHbIe CHCTEMBI 3aIHAIIEH-
HOro pexkuma paboTel mporeccopa: Yueb. nocobue. — Komcomonbck-na-Amype: T'OYBIIO
«KHAI'TY», 2003. - 206 c.

9 A.A. Xycaunos, H.H. Muxaitosa ApPXHUTEKTYpa BBIYHCINTENLHBIX CACTEM: Yueb. 110-
cobue / A.A. Xycannos, H.H. Muxaiinosa, — Komcomoubcek-na-Amype: ['ocynapeTserHoe 06-
Pa3’oBaTeIbHOC YUPCKIEHHE BEICLIETO TIPOPECCHOHANBHOTO 06pa3oBanmst «KOMCOMOJIBCKHii-
Ha-Amype roc. Text. yu-», 2007. — 123 c.

8.3 Meroamyeckne yKa3aHus AU CTYIGHTOB 1O OCBOCHHI0 AHCIHILIHHLI
O0yuenne nucuumae «be3omacHocts cereit DBMy npeAnonaraeT u3ydeHue Kypca
Ha ay/IMTOPHBIX 3aHATHIX H B XOAE CAMOCTOATENLHON pabOTEL. AyIHTOPHBIE 3aHATHS IIPOBO-

TA1Cst B opMe JIEKIHH U 1a60paTOPHBIX 3aHsTHIA.

Tabnwna 7 MeTtonuueckue YKa3aHHus K OTACJIBHBIM BHJaM JIeSTEILHOCTH

Bun yuebno- Opranu3sanus AesTelbHOCTH CTYICHTa
IO 3aHSATHS
Jlexnus Hanmcanme xomcnekTa JeKumii: KpaTko, CXeMaTHUHO, TOCITe-

ZI0BATEINILHO (PUKCHPOBATH OCHOBHEIE MOTOMKEHUS. BBLICISTE KIHOUE-
BBIC CJIOBA, (DOPMYIIEL, OTMEHATh HA MOJSX YTOUHSIONMIHE BOIIPOCEI 110
TeMe 3aHITHL

JlaGoparop- Pabota ¢ aBTOMATH3MPOBAHHBIME PAGOUHMH MECTAM,
HbIC 3aHsTHE

Camocrosi- Mt Gomee TyGOKOro H3ydenws paselioB MCIHILTHHBI
TenpHas paboTa IPEAYCMOTPEHBI OT/AECNBHBIE BHIbI CAMOCTOATENRLHON PAGOTHL: MOJI-

TOTOBKA K J1a00PAaTOPHBIM 3aHATUSIM, H3ydCHHE TEOPETHUYECKHX Pa3-
JEIT0B JUCIUILIHHEI, 10Ar0TOBKa PI'P.

CamocrosTensHas pabora sisieTcs HanOoee IPOAYKTHBHOM (hopMmoit 0bpa3zopaTes-
HOHl M [03HABATENBHOM JESTENLHOCTH CTYAEHTa B IEPHO] obyuenus. CPC nanpasieHa na



yriayGieHue u 3akperuienne SHAHHH CTy/ICHTA, PA3BUTHE IPAKTHYECKHX ymenuit. CPC no guc-
uunane «besonacHocTs ceteit DBMy BritouaeT creayiomue Bubi pabor:

— paboTy ¢ JICKLMOHHBIM MaTePHATIOM, IOMCK B 0630p JHTEPATYPHI U HNMEKTPOHHEIX HC-
TOYHHMKOB HH(POPMAINH 110 HHAMBUAYAILHOMY 381aHHAO;

— OIEPENKAIONIYIO CAMOCTOSTENIbHYIO paboTy;

~ H3y4EHHME T€M, BLIHECEHHBIX Ha CAMOCTOSTE/IBHYIO IIPOPABGOTKY:

— NOZTOTOBKY K IPAKTHYECKUM 3aHATHSM,

— BBINOJIHEHUE H 0dopmienne PI'P.

Kontpons camocTosTennbtoii paboThl CTYICHTOB M KAYeCTBO OCBOCHHS JMCIHILIAHEL
OCYIIECTBIISETCS IIOCPEICTBOM:

~ TIPEJICTABIICHHS B yKASAHHBIE KOHTPOJILHBIE CPOKH PE3YIIbTATOB BHINOIHEHHAS 32 AHAH
IUIS TEKYILIETO KOHTPOJIS;

— BBIMOJTHEHHUS ¥ 3amuTs PIP;

Pacuerno-rpadudeckue paGoTe JOMKHLL GbITH OhOPMIIEHBI B COOTBETCTBHH C Tpe6o-
BaHMSAMH BHYTPCHHUX HOPMAaTUBHbIX TokyMeHTOB ®I'EOY BO KHATY.

8.4 CoBpemeHHble npodecCHOHATLHBIE 6a3b1 AAHHBIX W HHQOPMALHOHHBIE
CHPABOHLIC CHCTEMbI, HCII0/Ib3YeMbI€ PH OCYNIECTBIEHHH 06Pa30BaTENLHOrO
npouecca No JUCHHILTHHE

L. Dnexrponno-GuGnnoteunas cucrema ZNANIUM.COM — http://www. znanium.com.
2. Koncynbranr+

8.5 Ilepeyenr  pecypcos HH(OPMALHOHHO-TeIeKOMMYHHKAIMOHHON  CeTH
«HuTepHeT», HEOOXOAMMBIX /LISl 0CBOEHHST M CIHILTHHELI (MoayJis)

1. Hayunas snektponnas 6ubnuoreka Elibrary http://elibrary.ru.

C 1es1bIo NOBBINEHHs KaYecTBa Be/IeHHs 00Pa30BaTEBHON ACSTENbHOCTH B YHUBED-
CHTETE CO3M1aHa JICKTPOHHAS HH(OPMALHOHHO-00pa3oBaTeNbHas cpea. Ona nozpasy-
MEBACT OPraHHU3ALMIO B3AMMOJICHCTBHS ME3XK/y 00YYaOLAMHCS H IPENofaBaTeIsMH de-
PE3 CHCTEMY JIIYHBIX KaOMHETOB CTY/ICHTOB, PACIIONIONKEHHBIX HA OGHIUATHHOM CajiTe
YHHMBEPCHTETA B HH(OPMALMOHHO-TeIeKOMMYHHKAIMOHHOM CeTH «MuTepreT» 10 ape-
cy https://student knastu.ru. Cosnannas HH(pOPMAIHOHHO-06pa3oBaTebHAS cpeza 1os-
BOJMIET OCYIIECTBIIATE B3AUMO/ICHCTBIE MEXK/Y Y4aCTHHKAMK 00pa30BaTeIbHOTO po-
Liecca MocpencTBOM OpraHU3aliHA JIHCTAHIMOHHOTO KOHCYTETAPOBAHHS 10 BOIIpOCaM
BBIIIOJIHEHHUS IPAKTHIECKHX 3a/IaHMI.

8.6 JInuensnonHoe nporpaMmuoe obecneuenue, HCIOJIb3Y eMOe PH
OCYIIECTBICHHH 00pa3oBaTe/IbHOI0 NPoIlecea M0 AUCHHIIHEE

Tabmuna 5 — [Nepeuers HCIOJIB3YEMOTO TIPOIrPAMMHOTO 00ECICUeHHS
Haumenosanue 10 PexBu3uTE

Microsoft® Windows
Professional 7 Russian
Open Office miu ananor CroboaHo-pacnpocrpansemoe
Omneparronnas cucrema Kali
Linux wiu anangor

JInnensnonnsii cepradurar Ne 46243844 ot 09.12.2009

CaobosHo-pacnpocTpanseMoe

Omnepanonnas cucrema
Ubuntu uym aranor
I'anepBuzop Virtual Box niu CB000J1HO-pacnpocTpanseMoe

CrobosHo-pacnpocrpansemoe




aHaJor
O6o3pesatens Google Chrome
HJTH aHaIor

Croboano-pacupoctpansemoe

Cisco Packet Tracer . .
B ceTeBoi akajemun Cisco

Pacnipoctpansercs cBoGomo npu Gecruiathoi pernc:TpaunnJ

9 OprannsauHoHHO-NEIArOTHYECKHE yca0Bus

Opranusarus oGpasoBare/sHOT0 mporecca PCTTIAMEHTHPYETCST y4eOHBIM ILUIAHOM H pac-
MHUCAHHEM YYeOHBIX 3aHATHH. 3Bk 00yueHMs (mpenonapanns) — pycckwmit, Jlns Bcex BHIOB
aYNMTOPHBIX 3aHSTHH aKaJeMHIECKHI Yac YCTAHABIUBACTCS IPOI0JIKUTETHOCTLIO 45 MHHYT.

Ilpr popmupoBaHum cBOeH MHIMBHIyATbHOM obpazoBarebHOI TpaekTopuE 06y4aro-
LAHCS HMEeT NPaBo Ha Nepe3ayeT COOTBETCTBYONIMX MHCIHIUIAN 1 npodeccHoHaNBHBIX MOJTY-
JIeH, OCBOCHHBIX B IPOIECCE MPEIIECTBYOILENO 00yYeHHS, KOTOPBIH 0CBOBOMIaeT obydarone-
roCA OT HEOOXOMMOCTH MX [OBTOPHOTO OCBOEHHS.

9.1 ObpasoBaTe/bHbIE TEXHOIOTHH

YueOHBIi nporece npu npenonasanuu Kypca OCHOBBIBASTCS HA UCIIONB30BAHHH TpaiH-
HHOHHEIX, HHHOBAIMOHHBIX H HH(DOPMAIHOHHBIX 00Pa30BaTE/IBHBIX TEXHOIOIHL. Tpamuuuon-
HbIe 00pasOBaTeTbHBIC TEXHOIOTHH MPEICTABNCHBI JIEKLHIMH | CEMHHAPCKUMHE ([IPaKTHYECKH-
MH) 3aHSTHAMH. MHHOBaHOHHbIE 06pa3oBaTENbHBIE TEXHOIOIHH HCIOIB3YIOTCS. B BUJIE IIHPO-
KOr0 MpUMEHEHHs AKTHBHBIX W HHTEPAKTHBHBIX (JOPM TIPOBEICHHUS 3AHITHIA, Hudopmarmonnse
00pa3soBaTebHbie TeXHOIOTHH PEATH3YIOTCA IYTEM aKTHBM3ALMH CAMOCTOSTETBHOH DPaboThI
CTYIEHTOB B MH(OPMAIHOHHOIT 00pa30BaTeNLHOM cpeze.

9.2 3aHsuTHA JEKIIHOHHOIO THIIA

JleXMOHHELA Kype mpenmonaraer CHCTEMATH3HPOBAHHOE H3JI0XKEHHE OCHOBHBIX BOIPO-
COB y4eOHOTO TIIaHa.

Ha niepBoit nexiuu nextop o6s3an TIPEYIPEIHTE CTY/ICHTOB, IPUMEHHTEIIBHO K KAKOMY
bazoBomy yueOHHKY (yaeOHUKaM, y4eOHbM noco6usm) GyeT pounTan Kype.

JlexumonHbIi Kype momKen naBath HAMGOMBIIHE OGbLeM uHpopmanuu 1 obecreynsaTs
Gosiee rryGokoe noHMMaHHE yueGHEX BOIIPOCOB MPH 3HAYATENLHO MEHbINCH 3aTpaTe BpeMeHH,
€M 3T0 TpebyeTcst GOIBIIHHCTRY CTYIEHTOB HA CAMOCTOSTENBHOE U3yYEHHE MaTepraa.

9.3 3aHATHA cCeMHAHAPCKOro THMA

CeMuHAPCKHE 3aHATHS OPEACTABISIOT COBOMH ACTATU3ALHIO JIEKIHOHHOTO TEOPETHYECKO-
T'O MaTepuana, IpOBOJATCS B LEJSIX 3aKPEILICHAS KYPCA M OXBATBIBAIOT BCE OCHOBHbIE PazaenbL.

OcHoBHOIT (opMOit TpoBeeHus CEMHHApOB SIBISETCS 00CYK/ICHHUE HanGoee PoBITeM-
HBIX H CIIOKHBIX BOIPOCOB IO OTAENBHBIM TeMaM, a TakkKe pasbop MpUMEpoB U cHTYaLmil B
aYNUTOPHBIX YCOBHsAX. B 00si3aHHOCTH mpemonapatens BXoasT: oxasanme METOIMYECKOM 110-
MOIIH H KOHCYJIbTUPOBAHHE CTYAEHTOR TI0 COOTBETCTBYIOLHM TEMAM Kypca.

AKTHBHOCTh Ha CEMHHAPCKHUX 3aHSTHSAX ONCHABACTCS 110 CIIE/IYFOIIIM KPHTEPHUSIM:

* OTBETBI Ha BOIIPOCEL, [Ipe/IIaraeMble [IpernojapaTesiem;

* Y4acTHe B JHCKYCCHSX;

* BBITIOJIHEHHE IPOEKTHBIX W UHBIX 3a1aHHIH;

" ACCHCTHPOBAHHE MPEIIOJABATENIO B IPOBEICHIH 3aHATHIA.

OtBer no/mken GBITh apryMeHTHPOBAHHEM, Pa3sBEPHYTBIM, He OJTHOCIIOKHBIM, COICPIKATE
CCBUIKM Ha HCTOYHHKH.

JIOKIIabl H ONIOHHPOBAHHE AOKIATOB TPOBEPSIOT CTEINICHD BIIAJICHUSI TEOPETHUCCKHM
MATEPHAJIOM, & TAKIKE KOPPEKTHOCTE H CTPOrOCTh PACCYKIEHHIL.,

OnenuBanme 3ananmii, BEITOMHENHbIX Ha CCMHHAPCKOM 3aHSATHH, BXOJUT B HAKOIUICH-

HYIO OLICHKY.



9.4 CamocTonTensHas padora 00Y4AKOIHXCH 10 AMCUHIIHHE (mMoxy.i0)

Camocrositensrast pafoTa CTYIEHTOB — 3T0 HPOLECC aKTHBHOTO, LleTeHANPABICHHOTO
NPHOOPETEHHS CTYIEHTOM HOBBIX 3HAHHIA, YMEHHUH 6€3 HEMOCPEICTBEHHOTO yyacTHs npernoja-
BATElsl, XapaKkTCPH3YIONIHUICs [IPeJIMETHON HAIPABIEHHOCTHIO, 3 dexTHBHBIM KOHTpOTEM M
OLIEHKOH PEe3yJIbTATOB ACATEIbHOCTH obyyaromerocs.

e camocTosTENBLHOM PaBOTHI:

" CUCTEMATH3AIMS M 3aKPEIUICHHE TI0TYYCHHbIX TEOPETHIECKUX 3HAHUM MPaKTHYECKUX
YMEHHUH CTY/IEHTOB;

* YIUIyOlIeHue U pacllipeHne TeopeTHYeCKHX 3HAHHIT;

* (hOpMHPOBAHHE YMEHHIT HCTIOTB30BATH HOPMATHUBHYIO M CIPABOYHYIO TOKYMEHTAIHIO,
CICLHAIIBHYIO JINTEPATYPY;

" Pa3sBHTHC [03HABATENBHAIX CIOCOOHOCTEH, AKTHBHOCTH CTYZIEHTOB, OTBETCTBEHHOCTH K
OpPraHu30BaHHOCTH;

* (OpMHEpPOBaHHE CAMOCTOSTENBHOCTH MBIIIUICHUS, TBOPYECKONH MHHLHATHBEL, CIIOCOOHO-
CTEH K CaMOPa3BHTHIO, CAMOCOBEPILECHCTROBAHMIO 1 caMopeaTH3aIuHm;

* Pa3BHTHE HCCIICIOBATENLCKIX YMEHUH 1 aKa/IEeMHYECKHX HABLIKOR,

Camocrositensnas pabota mosker OCYIIECTBIATECS MHMBH/YaTbHO HIIH IPYIIIAMHE CTY-
AICHTOB B 3aBHCHMOCTH OT L€/, 06BeMa, YPOBHS CIOKHOCTH, KOHKPETHOM TeMaTHKH.

Texuonorust opranusamun camocTosTeNnBHOI PabOTHI CTYNEHTOB BKJIFOUAET HCHOMB30BA-
HHUE HHOOPMALHOHHBIX ¥ MaTePHAILHO-TEXHITIECKHX PeCypcoB YHHBEPCHTETA.

KonTpoms pesynsraton BHCAYIUTOPHOH CaMOCTOSTENLHON PaBoThI CTYAEHTOB MOMKET
[IpOXOJHUTE B IIMCHMEHHOMN, YCTHON MIIM CMELIAHHOM tbopme.

CTyznenTbl JIOJDKHBI MOAXOMHTH K CAMOCTOSTENBHOMN pabore Kak K HauBaXKHEHIIEMyY
CPEACTBY 3aKPETUICHHS M PA3BUTHSA TEOPETHYECKHX 3HAHMIL, BbIPabOTKE €IMHCTBA B3LIISIOB Ha
OTACTIBHbBIE BOIPOCHI Kypca, MPHOOPEeTEHHs ONPE/IeeHHBIX HABBIKOB U HCHOJIb30BaHHs 1podec-
CHOHAJIHOM JTMTepaTypkl.

B nannoi nucumminme B pamkax camocTosTe 5HOM PabOTHI CTYIEHTHI BBIIOIHAIOT OIHY
pacueTHo-rpapuueckyio pabory cocTosImyio u3 IBYX 4acTeH.

9.5 Meroauyeckue ykasaHus s 00y AI0IHXCS 110 OCBOEHHIO AU CIHILIHHEBI

llpu m3ydeHun aMCIHEIIIHHBL o0yqaroImmmest 1es1ecooGpasHo BEIIONHSTE ClIeJIyIOMIHE
PEKOMEHTAIHH ;

1. M3yuenne yaeGHOMN THCIMIUIMEDBL HOJIKHO BecTHCE CHCTEMATHUYECKH.

2. Iocne u3yvenus Kakoro-mibo pasziena 1o y4eOHUKY WM KOHCTICKTHBIM Marepratam
PEKOMEHIYCTCS 10 MaMSITH BOCIPOM3BECTH OCHOBHBIC TEPMUHEL, ONpEICIICHHUSI, TIOHSITHS pa3ie-
na.

3. Oco6oe BHEMaHHE CIENYeT y/IeUTh BEIIOTHEHHIO OTYETOB MO [IPAKTHYECKHM 3aHSTH-
AM M HHJTUBH1yaJIbHBIM KOMILIEKCHBIM 3a1aHiAM Ha CaMOCTOATEIbHYIO paboTy.

4. Bes Tematuka BOmpocos, M3YUAEMbIX CAMOCTOATENBHO, 3a/IA€TCs Ha JIEKIMAX IPerio-
AasarenieM. MM ke jaiorest merounuky (B IEPBYIO OYCPE/Ib BHOBb M3JAHHEIE B IEPHOJHYECKON
Hay9HOI JIuTepaType) 11 Gollee NeTaTbHOr0 HOHUMAHHS BOIPOCOB, O3BYYEHHEIX HA JICKIIHH,

Ipu camocrosTensnoit npopabotke Kypca 00yJaronmecs J0JDKHbL:

" IPOCMATPHBATE OCHOBHBIE OIPE/IEIEHHS U (HAKTEL;

" HOBTOPUTEL 3aKOHCIIEKTHPOBAHHLIA HA JIEKITHOHHOM 3aHSTHH MartepHal | JIOTOTHHUTE
Cro ¢ yHeTOM peKOMEH/I0BAHHOH 10 JaHHOU TeMe JINTepaTyphr;

" U3YHUHTE PEKOMEH/I0BAHHYIO JIHTEPATYPY, COCTABIATH TE3UCHL, AHHOTALAY U KOHCITEKThI
HauboJiee BaXKHBIX MOMEHTOR;

" CAMOCTOATEIILHO BBITIOTHSTE 3a1aHU, AaHATOIHYHBIE IPE/UTATAMBIM Ha 3aHATHSIX,

" UCTIOTTR30BATE JUIS CAMOIIPOBEPKH MATEPHATBT (JOH/IA OLEHOUHBIX CPEJICTB.

1. MeToanyeckue yKasauusi ipu pa6oTe HaX KOHCIEKTOM JIEKIHH



B Xoze JEKLHMOHHBIX 3aHATHIT HEOOXOIUMO BECTH KOHCMeKTUpoBaHKe yueOHoro marepuana. O6-
PallaTh BHUMAaHWE HA KATEropuH, OPMY/IMPOBKH, PACKDBIBAIOLIME CONEPIKAHUE TEX MIH HHBIX SBICHHN
1 NPOLIECCOB, HAYYHBIE BBLIBOABI H MPAKTHYECKHE PEKOMEHAALIMH, TONOKHTETbHBINH OMBIT B OpaTopcKom
ucKyceTse. JKesaTesbHO OCTaBHTb B pabOuMX KOHCIIEKTAX TOJIs, Ha KOTOPBIX [IeJIaTh MOMETKH U3 PeKo-
MEH/IOBAHHOM JIHTEPATYPbI, TONOJHSIONIME MATEPHal NPOCITYIIAHHOMN JIEKLHH, & TAKXKE MOJYepKUBalO-
LHE 0COOYIO BAsKHOCTB TEX MIIM MHBIX TEOPETHUECKHUX MONOKEHHUI. 3a1aBaTh MPENoJaBaTelio YTOUHSAIO-
HIME BONPOCKI C LE/ILIO YICHEHHS TCOPETUUECKHX TONIOXKEHHH, paspelieH s CMOPHBIX CUTYaLHiA.

2. MeToauveckne yKa3aHHUs 10 CAMOCTOSTEIbHOM paboTe Haa H3yuaeMbIM MarTepua-
JIOM H IIPH MOAT0TOBKE K JI200paTOPHLIM 3aHATHIAM

Hauunatk Hano ¢ u3yuenus pekoMeHL0BaHHOM JuTepatypbl. HeoOxoauMo MoMHHTS, UTO Ha Jiek-
KK OGbIYHO PACCMATPHUBACTCS HE BECh MATEPHAI, 4 TOIBbKO €ro YacTh. OcTanbhas ero yacTh BoCTonHs-
€TCs B NPOLIECCe CaMOCTOATENLHOM paboThl. B cesizu ¢ 9TuM paGoTa ¢ pekoMeHa0BaHHON JIHTEpaTypoii
obsizatenbha. OcoGoe BHUMaHHe MPH 5TOM HEOGXOMHMO 06paTUTL Ha COAEPIKAHHE OCHOBHBIX TIOJIOKE-
HUFi H BBIBOJI0B, 00BACHEHHE BNCHNE H (hakTOoB, YACHEHHE NMPaKTHUCCKOTO MPHUIIOKEHNs PacCMaTPUBAE-
MBIX TCOPETHIECKHX BONpPOcOB. B mpouecce 310 paGoThl HeoGX0mMo CTPEMHTHCS NIOHATh W 3aTIOMHUTE
OCHOBHBIC MOJIOKEHHS PAaCCMATPUBAEMOTO MATEPHAA, TIPUMEPDI, MOACHSIOLIHE €r0, a TaKuKe pazodpaTh-
©i1 B MILTIOCTPATHBHOM MaTepuase. OQopMIIATb OTYETHI cliemyeT PYKOBOJICTBYSICH BHYTPEHHHMH HOpMa-
THUBHBIMH JIokymeHTamu KHAT'Y .

3. Meroaudeckue yKazanusi 10 BbINOTHCHHIO pacueTHo-rpaguyeckoii paGorsl

Teoperuueckas wacts pacuetHo-rpaduueckoii pabOThbl BBINOMHSETCS MO YCTAHOBJIEHHBIM TeMam ¢
HCIIONB30BAHUEM MPAKTHYECKHX MaTepuaoB. K ka0l Teme pacueTHO-rpaduueckoii paGoTel pekomeH-
AYCTCsl IPUMEPHBIii [IEPeUeHb Y3N0BEIX BOINPOCOB, CIIHCOK HEOGXOMMUMOI JUTepaTyphl. M3naras Bonpocel
TEMEL, CJIE/YET CTPOTO MPHUEPHKHBATLCS IL1aHa. PaGoTa He fo/mkHa npescTaBasTh NepecKas OTAEIbHbIX
miaB yuyeOHMKa MK yueGHOro nocobus. Heo6X0muMo H3i0KuTh CoBCTBEHHbIE COOOPAKEHHS TIO Cylie-
CTBY M3/1araeMbIX BOIPOCOB, BHECTH CBOM Mpe/nioskeHus, OBLIME IO0KeH s TOIKHb! GbITh NoJIKperuie-
HEI M TOACHEHBI KOHKPETHBIMM MpHMepamu. M3naraeMblit MaTepuan npu HeoGxoxuMocTH cresyer mpo-
HJUTEOCTPHPOBATh Tab/IMLAMH, CXeMaMH, AMarpaMMaMH.

10 Onncanue MaTepHAILHO-TeXHHYECKOr0 obecreuenust, Heo6X0IHMOTO ISt
ocylmecTBIeH sl 06Pa30BATe/ILHOr0 NPOUECTa 110 AHCIHILTHHE (mMoxy.mio)

10.1 Yuebno-1a6opaTopaoe o0opynosanue

Tabnuna 6 — Iepeuens oGopynoBanus naboparopuu

Aynuropus Hamueronarme 2y urropan Hcnonssyemoe obopynosanue T
(maboparopuu)
202/5 Jlaboparopust  Gesonacnoct | VipNet Personal FireWall, APM c¢ ycrauosien-
cereii DBM HOH Secret Net Studio 8 cucremsr oOHapyKeHus

KOMIIBIOTEPHBIX atak Beigenennsie APM ¢ ycra-
HosieHHOH Secret Net Studio 8 COB 2 mr. APM
C yCTaHOBJICHHBIM Snort, APM c¢ ycraHoBen-
Hbiv WireShark, Amanmsa ceresoro tpaddura
Actpa

MEKCETEBEIE IKPAHEL

CheckPoint Connectra, Cisco ASA 5505, TIVC
Koutunent, Secret Net Studio 8, Hoytbyk ¢
Windows 7+mpoekrop.

16 II5BM na 6ase mporeccopo ne Humxe Intel
Pentium IV




10.2 Texuuueckue u JIEKTPOHHbIE CPEACTBA 00yUEeHHs

JleknuoHHbIe 3aHsTHS

AYIUTODHH JUISt TEKUHOHHBIX 3aHsTHit YKOMIUIEKTOBAHBI MEOENBIO M TEXHUYESCKHMHU cpen-
CTBaMH OOYYCHHS, CIYKALMMH JUIs peacTaBIeH s yuebnoi HHpOpMayn 60boi ayuTo-
PHE (HabOpbI JAEMOHCTPALHOHHOTO obopynoBanus (mpoexrop, skpaH, KOMIIBIOTEP/HOYTOYK),
Y4eOHO-HAIJISTHEbIE mocoOus, TeMaTuyeckue HJUTIOCTPALiH).

JlaGoparopusle 3ansTus

Hns naboparopusix 3amsTHii Acnonassyeres aymuropus Ne 202 . ocHamennas 0bopy;10-
BaHUEM, yKa3aHHBIM B Ta0JI. 8:

CamocrosiTenbnas padora.

Homemenus a1s camocrosTenpHoi paboThl OCHAMIEHEI KOMITBIOTEPHOM TEXHHUKOH ¢ BO3-
MOJKHOCTBIO NOAKIIOYCHUS K ceTH «UHTepHeT H AOCTYIIOM K 5JIEKTPOHHOH HH(OPMAIHOHHO-
o0pasoBatensHoii cpeie KHATY:

- yaTanbHeid 3a1 HTB KnAT'Y;

- KOMIIBIOTepHBIe Kiacckl (aya. 311 kopmye Ne 5, ayn. 205 xopmyc Ne 5, ayn. 313 kopmyc
Ne 5).

11 Hubre cBenenus

MeTonnqeclme PEKOMeHaALHH MO oﬁyqemno JIHI ¢ OTPAHUYeHHBIMHA BO3MOXKHO-
CTAMH 3A0POBbSI H HHBAIHI0B

OcBoenue muCIUIIMHEE 00YyYaIOMUMICS ¢ OrpaHHYEHHbIMH BO3MOJMHOCTAMHM 3710pPOBbS
MOKET ObITh OPraHM30BAHO KAK COBMECTHO ¢ APYTHMH OOYYarOIMMUCS, TAK M B OT/ETBHAIX
rpynmax. [Ipexmonaratorest crienmanpame YCJOBHS JUIs 101y 4EHHST 06pasoBaHus 00y Yaiomum-
€3l C OTPAHHYCHHBIMH BO3MOKHOCTSMH 3710POBBS.

Hpodeccopeko-nenaroruyeckmii cocras SHAKOMHUTCSL € MCHXONOTO-(QU3HOIOTHUECKUMH
0COOEHHOCTAMHU 0BYHYarONTHXCS MHBAIMIIOB M JTHIL C OTPAHHYCHHBIMH BO3MOMKHOCTSIMM 3710po-
BB, HHANBUIYANBHBIMU IIPOTPAMMAME PeaGHIATALHY HHBATMNI0B (UpH Hanuuuu). [Ipu Heoo-
XOTUMOCTH OCYIIECTBIISCTCS JOMOMHUTEIbHAS TIO/LIEPKKa MPENOJABAHMS TEIOTOPAMH, TICHXO-
JIOTaMH, COLUANBHBIMA PAGOTHHKAMM, TIPOLLE M TIOATOTOBKY aCCHCTEHTaMH.

B cootsereTBum ¢ Metoauueckumu peroMeHausmMu MunoSprayku PO (yTs. 8 anpes
2014 r. N AK-44/05gnH) B Kypce IpearnoaraeTcss MCHoib30BaThL COLHANbHO-aKTHBHEIE H pe-
(rexcuBHBIe MeTOIEI 00yueHust, TeXHOIOTHI COLHOKYIIbTYPHOM peabHIIHTANY ¢ LETBIO OKa3a-
HHSL IIOMOIIH B YCTAHOBJICHMH HOJIHOUEHHBIX MEIMYHOCTHEIX OTHOWICHHH C JIPyTHMH CTYIeH-
TamH, CO31aHHHM KOM(BOPTHOTO MICHXOTOTHYECKOTO KIIHMATA B Crynenyeckoit rpymme. [lonGop u
paspaboTka y4ebHEIX MaTepuaion TMPOU3BOIATCS ¢ YYETOM IIPEI0CTABIICHHS Marepuana B pas-
JYHBIX (opmax: aymuansHOI, BU3YATIbHOM, C MCIIOJIB30BAHMEM CIENHATLHLIX TEXHHYECKHX
CPEACTB H HH(DOPMALIHOHHDIX CHCTEM.

OcBoenwe mueuunumuer manamu ¢ OB3 OCYIUCCTBIAETCS C MCIONB30BAHUEM CPE/ICTR
00y4eHHs. 00IIEro H CHeLHATEHOTO Ha3HAYCHHS (IEPCOHANBHOTO U KOJLIEKTHBHOTO HCIIOJTB30-
BaHus). MatepuaibHo-Texnuyueckoe obeceyenme [IPEIyCMaTPHBAET NMPUCHIOCOGICHIE ayIUTO-
puii k Hyxcnam i ¢ OB3.

Popma npoBeseHus aTTeCTALHE LIS CTYACHTOB-HHBAIM/IOB YCTAHABIHUBACTCS C yIETOM
UHIHBHIYANILHBIX ICHXO(DU3WIECKHX 0COOEHHOCTEA, Has crynentor ¢ OB3 npenycMaTpHBacT-
Cl oCTynHas (popMa MpeIOCTaBICH S 3aJaHHi OIEHOYHBIX CPEJICTB, @ HIMEHHO:

"B IEYATHOW MM  3JIEKTPOHHOM dopme (st mn ¢ HApYLICHUAMH  OHOPHO-
ABUTATEJIBHOIO alllapara);

* B IIEYATHOH (hOpMe HItH 2JIeKTPOHHOI dopme ¢ yrenuuenupm MPAGTOM U KOHTpacTHO-
CTBEO (JUIA JIHIL ¢ HAPYIIEHHAME ClIyXa, PeYu, 3peHus);

" METOJIOM YTCHHS aCCHCTEHTOM 3a/IaHUsl BITyX (41 JIMIT ¢ HaPYIIECHHAMHU 3pEHus).



CryzneHTaM ¢ HHBAIHIHOCTHIO YBCITMYIUBACTCSA BPEMS Ha IOJTOTOBKY OTBETOB HA KOH-
TPOIbHEIE BONPOCHL. JliIsl TAKWX CTYIEHTOR TIpelyCMaTpHBACTCA NOCTynHas (popma mpenocTas-
JICHHsI OTBETOB Ha 3a[aHMS, 3 HMEHHO"

" IHCHMEHHO Ha Oymare Mt HaGopoM OTBETOB Ha KOMIIbIOTEpe (VIS JIHL] ¢ HAPYIITeHHS-
MH CJIyXa, peuH);

* BBIOOPOM OTBETA M3 BO3MOMKHBIX BAPHAHTOB C HCIONB30BAHUEM YCIIYT ACCHCTEHTA (ms
JIAI ¢ HAPYIIEHUSAMM OIOPHO-JBUIATENLHOIO anmapara);

* YCTHO (11 JIUI] ¢ HAPYIITEHHSIMH 3PeHHs, ONOPHO-/IBUTATEJILHOIO armapara).

ITpu HeoOXxomMMOCTH ISt 00YHarOIHXCST ¢ HHBATHAHOCTHIO IpONENyYpa OLEHHBAHHUS pe-
3YJIbTaTOB O0YHMEHHS MOXKET TPOBOLUTHCA B HECKOILKO JTaroB.



'
'

[punoxenue 1

©®OH/] OEHOYHBIX CPEJICTB!

nmo

Beszonac

IKzamen

AHCUHIIJIHHE

HOCTB ceTeii IBM

OGecneunparomee moapasnenenne

5 Kagpeopa HBAC - Hugpopmayuonnas :
bezonacrnocme ACMOMAMUUPOBAHHBLX ;
_______ : cucmem

‘B JIAHHOM TPHIIOKEHHH IIPEACTABIICHBI THIIOBBIC OIICHOYHBIE cpeacTBa. [lomuabrii KOMIITIEKT

OLICHOYHBIX CPEJICTB, BKJIFOYATOIIH BCe Ba
IpeiaraeMoIx OﬁyanOHIGMYCH, XpaHHUTCS

PHAHTPI 3a1aHUH (TECTOB, KOHTPOTBLHEIX PaGoT M ap.),
Ha Kadepe B GyMaKHOM H 31EKTPOHHOM BHJIE.



1 Ilepeuens IUIAHHPYEeMBIX Pe3yJIbTATOB 00y4YeHHS 10 AHCHHILIHHE (MOIY.TI0),
COOTHECEHHBIX ¢ INIAHUPYeMBIMH Pe3y. IbTATAMHE oGpa3zoBaTesbHoii NporpaMmbl

Tabnuna 1 — Kommerenimu u LIaHHPYEMBIE PE3YIILTATEI 00YUEHHS [0 IUCIHILIHHE

lnanupyemele peaynsrarh 00y4eHHs 10 JuCHHTIHMHE

Ilepeuens ymenuit Ilepevens HaBbIKOB

[Tpodeccuonansurie

VI(TIK-24-2) Tipo-
CKTHPOBaTh H aa-

Kon u naumenopanme
KOMITETEHIIUH

ITepevens 3manmii

31(ITK-24-2) TIpun-
[ATBI TOCTPOEHUS U

H1(ITK-24-2) Hapgpr-
KaMu pa3paboTkuy,

CnocobHOCTEIO 06ecrie-
YHUTh s dexruBHOE

IPUMEHeHHE HH(OpMa- (byHKnHOHEpOBaHMS, MHHHCTPHPOBATE JOKYMEHTHPOBAHHS
ITHOHHO- IIPUMEPLL  pealli3a- | KOMIIBIOTEpPHEIE KOMIIBIOTEPHBIX  Ce-
TEXHOIOTHYECKUX  pe- | MMM  COBPEMEHHBIX CeTH,  pealu3oBel- | Te ¢ yuerom TpeGo-
CYPCOB  aBTOMATH3HpPO- | JIOKAIBHEIX M TJIO- | RaTh NONMTHKY | BaHHH o obecreue-
BAHHOM CHCTeMBI C yue- | GabHBIX KOMIIBIO- | Oe30MmacHoCTH B | HHIO Oe30macHoCTH
TOM  TpeGOBaHWH WH- | TepHBIX ceTeil cerax OBM

bopmanmonnoi bes-
onacHoctu (ITK-24)

3I(IIK-27-3) Ilocie-
JIOBATEILHOCTE H CO-
JIEpIKaHHE 9TaIoB
TIOCTPOCHUS.  KOMIIb-
FOTEPHBIX CeTeH

YI(IIK-27-3) D¢- HI1(ITK-27-3) Haspl-
(ekTHBHO HCHONL- | Kamu IKCIUTyaTaHK
30BaTh  DAasIM4YHBIC | K aIMHHHCTPHpOBa-
METOJIEL ¥ CPENICTBA | HUs (B YacTH, Kaca-
3aIMThl  MH(pOpMa- | fomeitcs pasrpaHmnye-
UMK [ KOMIIBIO- | HUSL JIOCTYIa, ayTeH-
TEPHBIX CeTelt TH(uKanyK n aymura)
JIOKAJIbHBIX KOMITBIO-
TEPHBIX CeTeH ¢ yue-
TOM TpebOBaHHE 110
obecreuennio HH-
(bopMmarmonHroit  Ge3-
OIIaCHOCTH

Croco6GHOCTEIO  BEITION-
HSTE MOJIHBIA 00beM pa-
00T, CBA3aHHBIX C pea-
JM3anuedl YacTHRIX TIO-
JMTHK  MHbOpManuoH-
HO# GesomacHocTH aB-
TOMaTH3UPOBAHHON CH-
CTEMBI,  OCYINECCTBISTH
MOHHTOPHHI M  ayJuT
GesomacHOCTH  aBrOMa-
TH3HPOBAHHOH CHCTEMEI
(IIK-27)

HpO(j)eCCHOHaﬂLHo-cneunanmnpoBaHHme




31(IICK-7.3-2)  Oc-
HOBHBIE KPHIITOTpa-

CrnocobHocTbi0  mpoBO-
JUTh QyTHT 3alHIICH-

L

YI(TICK-7.3-2)
[poBoauts  Momnwm-

HI(IIK-7.3-2) Hagpl-
KaMH HCIOJIb30BaHHs

HOCTH HH(OPMAIMOHHO- | huueckue  MeTosHl, TOPHHI' yrpo3 0e3- | mporpamMMHO-
TEXHOJIOTHYECKAX  pe- | alllTOPUTMBL ~ [POTO- | OTACHOCTH KOMITh- anmapaTHbIX CPECTB
CYpCOB pacnpesienien- | KoJlbl, HCTIONB3YeMBble | IOTEPHBIX ceTeil obecrneuenus Oe3-
HBIX HMH()OPMALUKHOHHEIX | 1Is obecreueHus ONAaCHOCTH cerelt
cucreM (ITCK-7.3) GesonacHocTH B ce- 5BM

Tax OBM

Tabmmna 2 — [Macnopr GoHza ONEHOUHbIX CpejicTB

Konrpoaupyemsie @opmupyemas | Haumenosanne
pasaensr (Tembl) KOMIeTEHIHA OLIEHOYHOI 0 IoxazaTenu onenku
JHCIHITHHBI cpeacTsa
1. bezomacnocts ceteit IICK-7.3 JlaGoparopuas pa- | 3HaTh OCHOBEI TIOCTPOEHHUS
5BM I1K-24 6ota Ne 1 cucrteMbl  3amuTel  JIBC
Pacuerno- TIPEITPUASITHS
rpauyeckas pa-
6ota Nel
2. CereBsle oneparmon- | [1K-27 3Hate ocobeHHOCTH omepa-
Jlaboparopras pa-
HBIE CHCTEMEI, aTaKH Gota No 2 LUHOHHBIX CHCTEM IpH obec-
B [IeYCHUH HH(DOPMAIHOHHOH
Pacuerho-

Ocsomacnocts mpu  ynk-
rpaguricekad pa- IHOHHPOBAHHH B CETH, BH
6ota Nel P :

JIBl aTak

Temer 1,2 IK-24, T1K-27, IPPEKTHBHO IPUMEHSNTH Ha
I1CK-7.3 TIPAKTHKE MOJIyYeHHbIE B
DK3ameH P Y
TEUCHHH CEMECTPA 3HAHUS U
OTTBIT

HpOMe)KYTO'-{Haﬂ aTTECTaluA B IIITOM CCMECTPE MPOBOIUTCS B d)OpMC JK3aMcHa.

2 Meroanueckne MaTepHabI, OTPE/E/ITIoNHe NPOELYPbI ONICHHBAHUS 3HAHMI,
YMEHHi{, HABBIKOB U (HJIH) ONbITA ACATEILHOCTH, XaPAKTEPH3YIOIMKE IPOLIECe

dopMupoOBaHMA KoMIIeTeH ML

Mertoanueckune marepuans, onpesensionme HpOTEAYPHI OLCHUBAHHS 3HAHHH, YMCHHii,
HABLIKOB U (WJIH) OTIBITA JIESTe/IbHOCTH, TPECTABICHbI B BH/IE TEXHOIOTHYECKOH KaPTHL JIHCIH-

nuHel (Tabimna 3).

Tabmua 3 — Texnomormueckas KapTa

Hawumeno-
Cpoku Ikaua
BaHHe one- Kpurepun
HOYHOI0 DEIORS | ‘NI exHmga- OlEeHHBAHHS
HEHUS HHUSA
cpencrea
7 cemectp
Ipomercymounan ammecmayus 6 dopme rxzamena
Jla- B 5 5 GaJlIoB - CTYNEHT MPABHIILHO BBITOTHIT
OopatopHast | TeueHue 6autos sananne. llokasan oTMuHEle 3HamHMs B pamkax
L pabora Nel ce OCBOCHHOT0 y4ebHOr0 Marepuania.




Haumeno-
BaHHE ole-
HOYHOro
cpeacTBa

xana
OllEHHBA-
HHA

Cpokn
BBIIOJI-
HeHHs

Kpurepan
OlEeHHBAHHS

MecTpa 4 Ganna - CTYACHT BBIIOJIHHI 3ajaHHe, C
HEOOIIbIIAMH HETOYHOCTAMH. [lokaszar XOpolime
SHAHHUS B pAMKAX OCBOEHHOTO y4eGHOTO MarepHa-

Ja.

3 Gamna - cTynmeHT BBITONHMI 3a/laHue ¢
CYICCTBEHHEIMU HETOYHOCTSAMHA. Ilokasan yao-
BICTBOPHTENBHbIE 3HAHHS B pamKax OCBOEHHOI0O
y4eOHOro Marepuaa.

2 Gamia - pu BeMONHEHHH 3aJIlaHust CTy-

ACHT TIPOJEMOHCTPHPOBAN HENOCTATOYHEIH ypo-
BEHb 3HAHHH.
0 6ajwtoB — 3ananue ne BBIIOJHEHO.
5 6amioB - cTyxent IPABHIIBHO BHIMOJIHHI
sananme. Ilokasal oTnmuHble 3HaHms R pamMkax
OCBOCHHOIO yuebHOro Marepuaa.

4 Gamma - CTYNEHT BBIDONHMT 3a7laHe ¢
HEGONBIIHMH HETOIHOCTIMHY. Hoxazan xopormmue
SHAHHS B PAMKAX OCBOCHHOTO y4eGHOr0 MaTepua-
Ja.

B

TEUECHHE
ce

MecTpa

Jla-
Goparopuas

pabora pa-
6oTa N2

3 Gamna - cTynent BBITOMHMN 3alaHHe c
CYIIECTBEHHEIMA  HETOYHOCTAMH. [Tokasan yao-
BICTBOPHTEIILHBIC 3HAHHS B PAMKAX OCBOEHHOI'O
y4ebHOro Marepuana.

2 6ajia - OpH BEIMOJHEHHK 3aJIaHHs CTY-
ACHT NPOJIEMOHCTPUPOBAI HENOCTATOYHLII ypo-
BEHb 3HAHHIA.

0 6anioB — 3ananme He BBIIOJIHEHO.

25 Gannos - crygent IPaBH/IBLHO BBIIOJI-
HUT 3ananne. [lokasan oTimmunbie 3Hanusg p pam-
Kax 0CBOCHHOTO y4eOHOro Matepuaa,

20 6aim10B - CTYAeHT BHIMOTHIT 3a1aHue ¢
HeOOJIBIHMH  HETOTHOCTSIMHY, Iloxasan xoporme
SHAHMS B PAMKAX OCBOCHHOTO y4eGHOT0 MaTepua-
JIa.

B
TEUCHHE
ce

MecTpa

Pac-
9eTHO-

rpaduyeckas
pabota Ne 1

15 6annos - crynent BumoHMIT 3a7anue ¢
CYHIECTBEHHBIMH HETOYHOCTAMH. [Tokazay yIo-
BJICTBOPUTENLHEIC 3HAHUS B PAMKAX OCBOCHHOIO
Y4eOHOT0 Marepualia.

10 Gamnoe - npu BemONHEHUM 3a/1aHus
CTYAICHT  IIPOJICMOHCTPHPOBAT — HEAOCTATOUHEL
YPOBEHb 3HAHHIA.

0 6anmoB — 3ananue we BBIIIOJTHEHO,

20 6amnoB - cTyment IIPABHJIBHO OTBETHIT
Ha TeopeTHUecKuii Bonpoc Gumera. Ilokaszanr or-
JIMYHBIC 3HAHWSL B PaMKaX YCBOEHHOT'O yuebHoro
Marepuana. OTBETHN Ha BCE JIONOTHHTELHBI
BOIPOCHL.

15 Banos - cryaenr orsern Ha TE€OpETH-

3amaua —
OIICHH-

BaHUE  ypOBHS
YCBOEHHBIX 3Ha-
HUH




Haumeno-
BaHHeE Ol1e-
HOYHOro
cpeacTBa

Hikana
OllEHHBAa-
HHSA

Kpurepuu
OIlEHHBAHHSA

YECKHIl BONIPOC GuieTa ¢ HeGOIbIIMY HETOYHO-
cramu. [lokasan xopommue 3panus B pamMKax ycBo-
CHHOTO y4eOHOro Matepuana. OTBeTHI Ha Gomp-
IIMHCTBO JIOTOJIHUTENBHEBIX BOIIPOCOB.

10 Gamnos - crynent orsernn Ha TEOPETH-
YECKUH BOIPOC GHIETA ¢ CYIIeCTREHHEMY HETOY-
HocTamu. Tlokasan ynosnetBoputebmre 3HAHUS
B paMKax yCBOEHHOrO y4eGHOro Matepuana. [Ipu
OTBETaX HA JIONONHUTENBHBIE BOIPOCH! GO J0-
IMYINEHO MHOI'O HETOYHOCTE! .

0 GamnoB - npu orere Ha TCOPETHYECKHIT
BOIIpOC GuileTa CTyaenT [IPOJIEMOHCTPHPOBAT He-
JIOCTATOYHEBIH YPOBEHD 3HAHMIL, Ilpu orsetax ma
AOTIOTHATEIBHBIE  BONPOCEL  OBLIO JONyIIeHo
MHOKECTBO HENPABHIILHLIX OTBETOR,

3anaqa — 15 Gannor - crymenr TPABUIIBHO BHITOJ-

OLIEHH- HUJT IPaKTHIECKOe 3ananne Gunera. ITokasan or-
BAHHE  YPOBHs JIMYHBIC YMEHHS B PAMKaX OCBOEHHOIO y4eGHoro
YCBOEHHBIX Marepuana. OTBETHN Ha Bce JOMONHHTebHEe
YMeHHH " BOIIPOCHI.

HaBBIKOB 10 Gayutos - CTYACHT BBIIOJIHHII TIPAKTHYE-
CKOC 3ajanme OWieTa ¢ HeGONBIINMH HETOUHO-
cramu. Iloxasan xoporuue YMEHHSI B paMmKax
OCBOCHHOIO y4eOHOro Marepuana. OTBeru Ha
GOJBIIHHCTRO IOIIOMHHTENbHEIX BOIIPOCOB.

5 GaloB - CTyIeHT BBITONHIT NpaKTHye-
CKoe 3alaHHe OMIIeTa C CYIEeCTBEeHHbIMY HETOY-
HOCTamH. [Tokazan YAOBJIETBOPUTENLHEIE YMEHHSI
B pamMKax OCBOEHHOTO y4eGHOTro Matepuana. [Ipu
OTBETAX HA JOTIOIHHTETBHEIE BOIIPOCH GBLIO Jo-
TMYIEHO MHOT'O HETOYHOCTEH.

0 GamnoB - npu BeMOTHEHHE npaKTHye-
CKOro 3ajiauust Ouera cTymeHT TTPOIEMOHCTpPH-
POBATT HEZAOCTATOYHBIH YPOBEHD yMenwmii, IIpu or-
BETax Ha NONOJHHUTETBHBIE BOMPOCH OBIIO Jomy-
MIEHO MHOXECTBO HEMPABHIIBHBIX OTBETOR,

JK3aMmeH

__35 OamioB
[0

Kpurepuu onenxu pesyinraton 00y4eHHs N0 HCHHILTHHE, BKII0O9as IK3aMeH:
0 — 64 % OT MAKCHMANBHO BO3MOKHO CYMMEI 0anioB — 0 — 44 éannoe - «HEYJIOBJIETBOPH-
TENBbHOY (HEIOCTATOUHBIH YPOBEHD 17151 TPOMEXYTOYHOH aTTeCTAlMK 110 THCIUILIHHE),

65 — 74 % OT MaKCHMAIBHO BO3MOYKHOI CYMMBI OalioB — 45 — 53 6annog - «yIOBIETBOPH-
TENIbHOY (IIOPOrOBLI (MHHEMATBHBI) YPOBEHB);

75 — 84 % 0T MaKCHMAJILHO BOZMOKHOI CYMMBI 6aiioB — 54- 61 anna - «Xoporoy (cpeaHuit
YPOBEHB);

85 — 100 % oT MAKCHMATEHO BO3MOSKHOH CYMMEI 6AILTOB — 60 — 70 6annos - «OTIMTHOY (BBICO-
KHH (MakCHMaIbLHbIH) YPOBEHB).




3 Tunossre KOHTPOIbHBIE 33/IaHHUSI HJIH HHbIe MaTepHabl, HeoGXoaUMBIe 1151
OUEHKH 3HAHMIA, yMeHHUIl, HABBIKOB 1 (uH) onbiTa ACATELHOCTH, XapaKTepu-
3ylomue npouecc hopMupoBaHus KOMIETEHI U B X0/1e 0CBOECHHs obpazopa-
TeJIbHOI IporpaMmer

3.1 3apauns aas rekymero KOHTPOJIS1 yenieBaemMocTu

JIaGoparopnas paGora Nel

Yuaebubie uemn: m3yunry IporpamMmmuOe obecnedenue CxanepBC, nposectu anamus 3a-
IMHINEHHOCTH C MCIIOMB30BAHHEM CkaHepa yss3suMocTeit CkanepBC,

TpebGomanns x pesynsraram 00YYeHHs OCHOBHO oOpasoBatensuoi TIPOTPaMMbl, TOCTH-
FacMBbI€ IIPH IIPOBEJICHUN JabopatopHoii paGoThr;

Hocne BbmonHEHUS 71abopaTopHoii paGoTh YMETL NIPOBOJIUTE OLEHKY 3aIUMEHHOCTH
APM, Brajets HaBBIKamu anammza A TIOHCKa yS3BUMOCTe ¢ HCIONb30BaHmEM CKaHepa ysa3BH-
mocteit CranepBC, TIOCTPOCHHS OTYETOB 10 pe3yIbTaTaM CKaHHPOBaHHS

[Mepeuens MaTCPHATLHO-TEXHUYECKOro 0becneyenus

Jlaboparopuoe oBopyropanue u IporpamMmHoe obecneuenue: 10 KOMITBIOTEpOB Ha Gase
Intel Core i5, 1 kommytarop D-link DES-3200-18, CepTHQHIHPOBAHHOE 1 JHIEH3HOHHOE TIPO-
TpamMMHOe obecneuenne CxanepBC.

Cryzentsr npoozst momoe CKAHUPOBAHHE OTEJILHO MPOH3BOJIBHOIO APM wu3 tex yro
pacnonoxensr B JIBC 1abopaTopuE BO3MOKHO CBOI HOYTOYK (IpH ycloBHM HamHums HEeo0X0-
AUMBIX CPEJICTB 3alIUThI U3 TYHKTA 6.8), 1 oTaenEHO KOMMYTaTop.

Kpatkue Teopernucckme CBEICHHS OCHOBHEBIE CBEIeHUS TI0 paboTe co CKaHEpOM ysI3BH-
MOCTEHi H3MOKEHBI B JOKYMeHTe «PykoBozneTBO mousb30BaTe;s CranepBCy.

Hopsnox Bemonuenus Tab0opaTopHOit paboTE:

Ycranosute CkanepBC (Bepcust Ha CD 1 Ha alnapaTHOM HOCHTENE).

AKTHBHPOBATE JTHIECH3HIO,

OGHOBHTE cucTemy 10 ToclieIHe# Bepeuu.

Cosnare 3anauy CKaHUPOBAHMSI,

Hactponts npodms CKAHHPOBAHHS HA TIOJIHOE CKAHHPOBAHHE.

3aperucTpaposath y3msl CKaHMPOBAHHSI.

Hobasure y3108 B 3ajiaqy.

3anycTuts ckanuposanue s APM ¢ otkmovennsmMy MCXaHM3MAMH 3aIHTEI (AHTHBH-
pyc, MO, COB, Opanmayap, HCJT na 6aze SNS).

IIpoananuszuposars [IOJTyYeHHBIE Pe3yIbTaThL

Crenepuposats oryer,

Jlo6asuTe crenepupopammbii OTHeTa B OTUET 110 JabopaTopHoii pabote

Bbimonnuts marn 8-11 n1g APM ¢ BIIOYCHHBIMU MEXaHH3MAMH 3aIl[UTEL

Bemonsuts maru 8-11 s KOMMYTATOpa HIIK JPYIOro CeTeBOro obopynosanusi,

KonrpossHsie Bompocs::

Kakwue npogumm CKaHUPOBAHHS MOXKHO MCIIONB30BATh, 3a/(a4H, IIPOEKTHI

Kak no6assts IP-anpeca B mnensuro, 00HOBJIEHHE JHCTPHOYTHBA

Tunet oTuetoB u ux Pa3NHYUE, TAITHI CKAHHPOBAHHSI

OcobeHHocTH THIEH3HY CxarepBC

Kaxue komnonents: Bxonst 5 cocraB CxanepBC

JlaGoparopuas paGora Ne2
Ycranosats WireShark ma BHPTYaIbHYIO Matuny VM Ware,
IIpoBectr uccnenopanue lipueMa naxketoB APR u ICMTP nas sroro CMOJIEJTHPOBATE
Ping Mesxy peansHoii u BUPTYanbHONW MAaIMHOIM,
Ilposectu uccnenosanme lpueMa nakeros cepsepa DNS cepaepa.



OcBouts npumenenns (unbrpos Capture.

OcBonth mpuMeHeHus ¢unbrpos Display Filters.

OcBouts nepexsar daiison, KapTHHOK IIpH IIE€PEaye 1o CeTH.

OcBouTh nepexsar aymoaliios ¢ npocymmBaHneM ayIHOIOPOIKKH.

YcranoBuTs Ha apm cucremy snort. IIpogemoncTpaposars araky icmp flood u ee dukca-
LU0 CHCTEMOIA.

VYeranoeuts Alien Vault u ¢ ee TIOMOILIO OTC/IETHTE MPOU3BONBLHYIO araKy B CETH.

Yeranosurs LIOC u HOIC u npoaeMoHcTpupoBats DOS wim DDOS aTaKy Ha XOCT.

Pacyemno-zpaguuecrasn paboma Nel

3ananusn 1. Boceranonienne napo.Js K obopyaosanmio Cisco

Hcxoauvie nannpie:

1. Cmucox o6opynosanus

- Catalyst 2950 (C2950-1) mopr 2001;

- Catalyst 2950 (C2950-2) nopr 2002;

- Catalyst 2960 (C2960-1) mopr 2003;

- Catalyst 2960 (C2960-2) mopt 2004;

- Catalyst 3524 (C3524) mopt 2005;

- Router 1841 (R1841) mopr 2006;

- Router 2811 (R2811) nopt 2007;

- AnnaparHerit Gpannmayasp Cisco ASA 5505 (ASA5505) nopr 2008;

- KOHCOMILHBIA cepBep, ip-aapec 10.10.1.1

- Wi-Fi-mapupyTusarop ¢ DHCP.

2. JlaBopatopuas paGota BemoNHsIeTCS TOJBKO Ha &y IUTOPHBIX 3aHSITHSX.

3. SSID Cisco LAB, napos na noaxmouenne k Wi-Fi - CiscoP@sswOrd

4. B cBssu ¢ 0coBeHHOCTSMH KOHCOTIBHOTO COG/IMHEHHS K OGOPYIOBAHMIO MOMET
[ONKIMIOYaThCsl TONLKO | ceaHc. Hanpumep, ecin B nammbii MOMCHT Bpemenu ¢ Router 1841
KTO-TO paboTaeT, BTOPOi MOIKIIOUHTECS He CMOJKET.

5. Ilpu nogxmouennn x KaKomy-ib0 KOHCOIbHOMY MOPTY JIOTUH/mapons - 123/123.

6. Ilepesarpyska KOMMyTaTopoB 1 ASAS5505 Bhimonmsercs BPYYHYIO, TIpn
BBIKIIOUCHUH BUIIKH M3 PO3ETKH,

7. Ilepesarpyska MApIIPYTH3ATOPOR BBIIONHACTCS NPH HAKATHH KHOIKH BBIKJI Ha
YCTpoHcCTBeE.

Xoo pacomui:

1. Jlnst Bemosnuenus paboThl HEOOXOAMMO BHITOTHATE npouenypy password recovery
Ha CeTeBOM 000py0BaHNH:

- Catalyst 2950, Catalyst 2960, Catalyst 3524, Router 1841; Router 2811; Cisco ASA

5505.

2. Tlogkmouenue K obopynoBanuio:  telnet ip-adpec  nopm. Hanpumep, g
nonkmodenus K Router 2811 Hy»XHO BHLITOTHUTE B KoManIHO# cTpoxe: telnet 10.10.1.1 2007

3. Bemonrenne poneaypsr  password recovery MHOTOBapHAHTHO, T.€. EIMHOro
QITOPHTMA HET, Y KaXIOr0 OH MOXKET GbiTh CBOMM. Howarossie uucTpykumu mesxar 5 narnke
Password Recovery.

4. Tlpouenypa password [CCOVEry CHHTACTCA BBINONHEHHOH MocHe Toro, Kak CTyIEeHT
CMOT BOHTH B IPHBHJIETHPOBAHHEII PekHM PaboTHI ycTpoiicTa, mokasas 5to MPEIo/IaBaTe o,



5. Kommyraropsr HACTpoeHbl ¢ enable password W orkmouenHO aBTOpH3aIHei
KOHCOMBHOrO nopra. Jlas mpouemypsr password TECOVETy JOCTAaTOYHO W3MEHHTH Mapoih Ha
enable password.

6. Mapmpyrusaropsi HACTPOEHEL ¢ enable password, enable secret u line con 0. Tns
IPOLEYPBI password recovery T0CTATOMHO H3MCHHTE Hapoitk Ha enable secret u line con 0.

7. Cisco ASA 5505 HacTpoeHa c¢ enable password u OTKJIKOYEHHOH aBTOpU3armeit
KOHCOJIbHOrO nopra. Jins mpouenyps! password [CCOVery J0CTATOYHO M3MEHHTH Maposib Ha
enable password.

C2950-1
C2950-2
C2960-1 el

C2960-2 s ~ e

L
e

III%I. .q"‘“ Etheret)

o] \ 10.10.1.1/24

| TneT”|

KoHconbHbIii TP-Link
cepsep R2511 Wi-Fi
ASA5505 3~

Prcynox cxema crenna s Bhmonmenns 3a/1aHusl
3aoanue 2
basosas nactpoiika ASA 5505

Hexonnbie nanubie:
1. Ne - HOmep Barmero BapHaHTa.

2. X — uncno, xoTopoe HYKHO BBIOPATh 110 OMpe/ie/leHHbIM UpAaBHIIAM M3 HEKOTOPOro
MHOIKECTBA.

3. DR — mapmpyT no ymonuanmro.

4. Hasgcex MapIipyTH3aTOpax JIOTUH/APOE Cisco.

5. Ha ASA 5505 enable password mycroii.

6. Ha cxemMax KpacHbIM HBeTOM TIOMEYALOTCs 06/1aCTH, I7le HEOOXOMMMO BBIIOJTHHITE
HACTpOMHKy.

7. B xondurypamuuu KPacHbIM 1[BETOM HOMEYAIOTCS MecTa, KOTOpBIE HEOOXO01UMO
H3MEHHTE.

8. B kouurypanun senensm userom HOMEYAIOTCS NMEeHa 00bEKTOB U TepeMEeHHBIX.

9. B pamkax Lab2-1 6asopas HacTpoiika R, R1 u ISP yxe Bemotena. Jonacrpoiixa
TPEBYETCS TOIBKO B TEX YACTSIX CXEMBI NIM3aiiHa CETH, KOTOPbIE TOMEYeHb! KPacHBIM 1[BETOM.

10. TlIpn nposepke ping u momsiTke OTKPBITh CaHT CiSCO.COM MaKeTh MOTYT HayaTh
XOMHTb HE Cpasy, a TOJIBKO C BTOPOH-TPEThEl MOIBITKH.

11. Tlocne BemonHEHHS KaMKIOH 3a/laTi, Ha BCeM 0GODYNOBAHWH, TJie BHIIONHIIACH
HaCTpoiKa, HeOGXOIUMO COXPaHSITH KOH(HIYPAIHIO ¢ IOMOIIBIO KOMAHIBI copy run start, 6o
€€ KpaTkoro aHanora write (111 Cisco ASA — write memory).

12, O6BexTHI M3yueHns ASA 5505

- HacTpolika untepdeiicos u VLAN:



3anaJe.

- HacTpoiixa DHCP;

- HacTpoitka Objects u object-groups;

- HACTpoiika npasun NAT:

- HacTpoiika class-map;

- HacTpoiika policy-map;

- HacTpoiika service-policy.

3agaun:

1. Hactpoiixa cratugeckoi MapmpyTusanuu Ha R, R1 u ISP,

2. Hacrpoiika LAN 3a R1.

3. Hacrpoiika coegunenns R ¢ ASAS505.

4. Hacrpoiika ASA5505 u LAN 3a ASAS5505.

Xoj padoTsr:

1. HaR uR1 Bemosmsercs HACTPOHKa MAPIIPYTA 10 YMOIYAHHIO B cropony ISP.
ip route 0.0.0.0 0.0.0.0 10.5.5.13 1

ip route 0.0.0.0 0.0.0.0 10.16.1.5 1

Mposepka: ping ¢ R u R1 na ip-azpec 8.8.8.8 nomxen OPOXOJIHTE.

Ha ISP HacTpausarorcs MApIIpyThI K ceTsiv 192.168.1N0.0/29 1 192.168 No. 128/26.
ip route 192.168.111.0 255.255.255.248 10.5.5.14

ip route 192.168.11.128 255.255.255.192  10.16.1.6

lposepka nactpoiiku CTATHYECKOH MapipyTH3aum BBIIOJIHACTCS B ClIeMyIONIeH

2. HaRl nacrpausaercs LAN-unTepheiic.

description LAN
no shutdown
ip address 192.168.11.62 255.255.255.192

ITocne Toro, xax HHTepdelic «anuymcsy, BBIIIOIHACTCS, HACTPOMKA CeTeBOii kapter PC].

ip-address 192.168.11.1
mask 255.255.255.192
default gateway 192.168.11.62
dns 8.8.8.8

Ilposepka: ping ¢ R na ip-agpec PC1 momxen HPOX0/MTh, ping ¢ PCI na 8.8.8.8

AOIDKEH MPOXOZUTE, CAHT CiSCO.cOM A0MKeH OTKPHIBATHCS,

3. HaR macrpausaercs LAN-unTepdeiic.

description LAN_ASA5505

no shutdown

ip address 192.168.111.6 255.255.255.248

Ilposepxa: ping ¢ PC1 ua ip-ampec LAN-unTepdeiica R jomken IIPOXOJHTE.
4. Tlepeumenoannue Cisco ASA.

hostname ASA5505
Bobmonmsercs mactpoiika unteppeiico. WAN-nopr — Ethernet0/0, LAN-nopr —

Ethernet0/1. Vlan 3 no6asnsercs na WAN-nopr, vlan 2 na LAN-nopr.

interface Ethernet0/0
switchport access vian 3
interface Ethernet0/1
switchport access vlan 2
Hacrpoiika u umenosanme vlan-unrepoeiicos.
Komarna nameif ne npocro naer onMcanue unrepdeiica, Ho u naer 9TOMY HHTepdeiicy

uMa B cuereme. [locne toro, kak vlan-unrepgeiicy nano UM, IIpH fajbHEHIeH Konurypanun
TIOABIIACTCS BO3MOXKHOCTD YKA3bIBATH HE CHCTEMHOE MM (vlan 2), a ero nameif (inside).



interface vlan 2
nameif inside
ITocne nosiBHTCS cHCTeMHOE COOOIIEeHHE, YTO YPOBEHb Ge30MacHOCTH ISl JaHHOIO vlan

BEIOpaH 110 yMomyaHmio kax 100 (T.€. cameIii BBICOKHI YpoBeHs Gesonacnoctn). Tpaduk u3 51oii
CCTH MHCHEKTHPYETCS, M CO3JAIOTCS ABTOMATHYCCKHE UpaBUiIa, pa3spernarolue npoXosKIeH e
tpapuka 3 LAN B WAN.

INFO: Security level for "inside" set to 100 by default.

[Tapametp 100 PCKOMEHJYeTCs YCTaHABIMBATD HA TOPTSL, POJb KOTOpELIX inside, T.e. Ha
TC IIOPTHI, KOTOPHIE MOAKTIOUeHE! kK LAN.,

Hactpoiika ip-ampeca vlan 2.

ip address 192.168.11.62 255.255.255.192

AHAJIOTHYHO BEITOJIHSIETCS HacTpokka vlan 3.

interface vian 3

nameif outside

Hocne nosiBuTES ceteMmoe COOBILEHHE O TOM, 4TO YpoBeHb 0e30MmacHOCTH s HaHHOro
vlan Bebpau o YMomganuro kax 0 (T.e. caMblif HU3KHi YPOBEHB Ge3omacHoCTH).

INFO: Security level for "outside" set to 0 by default,

[apamerp security-level 0 TOBOPHUT O TOM, 410 115t Tpaduka u3 LAN OynyT co3naBarscs
4BTOMATHECKHUE NIPABHUIIA IPH HHUIHMALIHK ceanca u3 LAN B WAN. A npu nonerrke HHHUIHALHH
ceanca casisu u3 WAN B LAN tpadux Gyger oTOpornen.

Hacrpoiika ip-anpeca vlan 3.

ip address 192.168.111.5 255.255.255.248

Hacrpotika mapmpyra o YMOITYaHHIO BO BHEIIHIOK CETh,

route outside 0.0.0.0 0.0.0.0 192.168.111.6 1 // to router R

Hacrpoiixa o6mexra mis Beex cereit.

object network OBJ_GENERIC ALL11

subnet 0.0.0.0 0.0.0.0

Hacrpotika mpasuin NAT s TpaHcismK inside-anpecos B outside-anpec.

object network OBJ_GENERIC_ALL11

nat (inside,outside) dynamic interface

Hacrpotika class-map.

class-map inspection_default11

match default-inspection-traffic

Hactpoiika policy-map s GuIBTpanMu maketon DNS-3anpocos, pasMep KOTOphIX
npeBbimaeT 512 Gaiir.

policy-map type inspect dns preset_dns_mapl1

parameters
message-length maximum 512

Hactpoiika rmo6amsnoit nomuain global_policy mis ananmsa Tpaduka u GrIbTparmH
HEKOTOPEIX POTOKOJIOB PHKIAIHOIO YPOBHS.,

policy-map global_policy

class inspection_default11
inspect dns preset_dns_map11
inspect ftp
inspect h323
inspect http



inspect icmp
inspect tftp

Bxmouenne nonuruku global _policy

service-policy global_policy global

ITposepka: ping c ASA5505 na 8.8.8.8 JIOJDKEH IIPOXOIUTE,

Hacrpoitka DHCP.

Anpecroe mpocTparcTBO PCKOMEHJTyeTCsl BELIENIATh HA 15-30) ip-anpecos. B pamkax
camysstopa CPT npotokon DHCP ma ASA5505 Mosker paboTark HexoppeKTHO, a B HEKOTOPBIX
cnyqasx CPT wmoxer apapuitio 3aKpBITECA € MOTepedf BceX JaHHBIX. Hostomy mepern
HacTpoiikoii DHCP na ASA5505 (Tax e, Kak M Ha OCTANBHBIX YCTPOUCTBAX) coxpaHsercs
KOHQHrypaius (write memory), 3atem coXpangercs Beck mpoekt CPT, Tombko moToM MoHO
HpHCTynars k Hactpoiike DHCP, [Tins 100% COXpaHCHHs! BBITOIHEHHOH paboThI pPexomenyeTces
CKOIHPOBATH COXpaHeHHBIH npoext CPT u OTKPBITB €TI0 KOMHIO 115 HacTpoiikn DHCP.,

dhepd address 192.168.11.1-192.168.11.30 inside

dhcepd dns 8.8.8.8 interface inside

dhcpd enable inside

HUroBsI mposepuTts KOppexTHOCTh HacTpoitku DHCP, Hy&HO BBITOMHKTE KoMannay show
run va ASAS505 1 mocMoTpets B KoHIe BBIBOJIA KOH(QUIYPALMK CTPOYKH ¢ HacTpoiikoit DHCP.
Ecnn Bee npumennnocs BEPHO, TO NOJKHEI OBITh 4 CTPOKH, KOTOPbIE HAYHHAKOTCS ¢ dhepd - 3
CTPOKH T€, 9TO BBOAM/IHCH NpH HacTpoiike DHCP, u eme 1 crpoka dhepd auto_config outside.
[Tocne sToro uu B Koem Cilydae Hemb3s mepesarpyxarh ASAS5505, T.x. CPT c BEPOATHOCTHIO
99% aBapuiino 3aBepumres. Eciu dhepd auto_config outside mer B KoH(Hurypauuu, a no DHCP
ASA coobmaer PC ce ip-mapameTprI, Kpome OCHOBHOIO lumosa, To na PC Bee ip-napamerpsr
HYXHO HACTPOHTH BPYUHYIO.

Hacrpoiika LAN 3a ASA5505.

Ecmn ¢ DHCP ua ASA npobiieM Her, PC Hacrpamsaercs na ABTOMaTHYECKUH NpueM
HAaCTPOEK, Ha Server BpyuHyIo HA3HAYACTCS 11060l CBOOOIHETH ip-ajipec 3 LAN ASA5505 (ip-
ANpec cepBepa He JIOIGKEH MEPECEKAThCs C nyinom DHCP), macka [IOZICETH, OCHOBHOH ILIJIIO3 U
DNS.

Mposepka: ping ¢ PC u Server 1a 8.8.8.8 AOTKEH IPOXOINTE, CalfT Cisco.com J0iKeH
OTKPBIBATECS.

Coxpanenne koudurypauuu na scex CETEBBIX yCTPOHCTBAX, COXpaHeHue mpoekta CPT.
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Pucynok cxema s HACTPOHKH

3apanme 3 Hacrpoiika ACMHINTADH30BAHHO 30HBI Ha ASA 5505
Ucxonnbie naHnkbIE:

1. Ne —nHomep Bamero BapHaHTa.

2. X — 4uCI0, KOTOpOe HyKHO BBIOPATH 110 OTIpejieIeHHbIM TIPaBHJIaM M3 HEKOTOPOro
MHOJKeCTRBa.

3. DR - mapmpyr no ymomuanuio.
Ha Bcex MapHIpyTH3aTOpax JIOTHH/IApOITh Cisco.
5. Ha ASA 5505 enable password TIYCTOIA,

6. Ha cxemax kpacHeM BetoM momewarores 061acTH, r1e HEOGXOIUMO BHIMOTHITS
HaCTPOHKy.

s

7. B xondurypanuu KPacHEIM IIBETOM MOMEYAIOTCA MecTa, KOTOpBIE HEOOXOaUMO
HM3MEHHTE.

8. B koH¢urypanum enensm usetom TIOMEYAIOTCS IMEeHa 00BEKTOB U TIepeMEHHBIX.

9. Tlpm nposepke ping u nomsiTke OTKPBITE CaifThl Cisco.com u dmz.net makeTsr MOryT
Ha9aTk XOHTh HE CPasy, a TOJIBLKO C BTOPOH-TpeThel MONBITKY,

10. Ilocne BbmOMHEHHS KaXI0M 3amaud, Ha Bcem o6opyz(013aHHn, TI€ BBUIOJHSJIACE
HACTPOHKa, HEOOXOMHMO COXPAHSTE KOHOUI'YPAIHIO C MOMOIIBIO KOMaHJIBI copy run start, 1u60
€ KpaTkoro ananora write (s Cisco ASA — write memory).

11. O6mexrsl u3ydenns ASA 5505:

- HacTpo#iKka HuTepdeiicos m VLAN;

- Hactpoiixka DHCP;

- Hactpotika Objects u object-groups:

- Hactpoiika NAT/PAT;

- HacTpoiika class-map;



- HacTpoiika policy-map;

- HacTpoiika service-policy;

- HacTpoiixa DMZ;

- HacTpoiika SNAT;

- HacTpolika extended ACL.

3anaun:

Hacrpotika coexunenns ASA5505 u ISP

Bazosas nactpoiika ASA5505 u LAN 3a ASA5505.
Hactpoiika DMZ.

Hacrpoiika SNAT u ACL.

Xox paGorTnr:

Ha ISP macrpauBaercs uHTep(eiic B cropory ASA5505.
interface Gig0/1

description ASA5505

no shutdown

ip address 209.1.48.13 255.255.255.248

Basosas Hactpoiika ASA5505.
conft
hostname ASA5505
interface Ethernet(/0
switchport access vlan 3
exit
interface Ethernet0/1
switchport access vlan 2
exit
interface vlan 2
nameif inside
ip address 192.168.11.62 255.255.255.192
exit
interface vlan 3
nameif outside
ip address 209.1.48.9 255.255.255.248
exit
route outside 0.0.0.0 0.0.0.0 209.1.48.14 1
class-map inspection_default11
match default-inspection-traffic
exit
policy-map global |_policy
class inspection_default11
inspect dns
inspect ftp
inspect h323
inspect http
inspect iemp
inspect tftp
exit
service-policy global_policy global



exit
write memory
IIposepka: ping c ASA5505 Ha ISP » 8.8.8.8 momxen mpoxours.
Hacrpoiixa PC B LAN ASA5505.
Ha PC Bpyunyio Bemonmsores ip-HaCTpOKH (ip-ampec, macka IOZICETH, OCHOBHOMH
1mo3 u DNS-cepsep), ip-anpec BBIOUPAETCS J060i CBOGOTHELL,
Iposepxka: ping ot PC 10 ASA5505 JIOJDKEH MPOXOIUTE,
Hactpoiika NAT nis inside-subnet (LAN ASA5505).
object network inside-subnet
subnet 192.168.11.0 255.255.255.192
nat (inside,outside) dynamic interface
Ilposepka: ping or PC o 8.8.8.8 nmomxen HPOXOMMTh, calT cisco.com jomxen
OTKPBIBATHCH.

DMZ-server sBnsercs  xak BeO-CepBEpOM, Tak u cepsepoMm  DNS g
lome3oBareneit B DMZ-30ue. Public User's depes Opaysep oTkpeiBaoT caiit dmz.net. Public
User's momyuaror ip-nacrpoiiky no DHCP or ASAS505. Public Hotspot yixe nacrpoena u
Aenaet tpancsiuuio Wi-Fi B npoBomoi Ethernet, T.e. sBusercs TPAHCITUPYIOIIHM MOCTOM H
paboraer Ha L2. Kpome TOTO, Ha CalT dmz.net KOmKHBI 3ax07UTEH ITOJIB30BATEII U3 BHEITHElH
rno6ansHOl ceTy, nosromy Ha ASAS5505 myxuo Hactpouth 2 Buga NAT mis DMZ — NAT c
TIeperpysioi (st toro, uro6er Public Users's MOTJIIH  BBIXOJIUTE BO BHENIHIOI CETh) W
CTATHYECKHH (171 TOro, 4T06h! HA BeO-cTpanniy DMZ-server'a mor 3alTH monbe3oBaTens ¢ PC-
External). Ha ASA5505 HYXHO BKIOYHTE ACL, a B DNS cepeep 8.8.8.8 BHectH A-3amuch
dmz.net.

Hactpoiixa na ASA5505 unTepdeitcos 1 VLAN s DMYZ.
st DMZ BeiGpan nopr Ethernet(/2 u VLAN 4.
interface Ethernet0/2
switchport access vlan 4
Hacrpoiika vlan-uarepieiica.
Komanna no forward interface Vian2 SalIpCIaeT nepeckliky Tpaduka us DMZ LAN,
T.€. nosesoBarenu 13 DMZ He eMOTyT cBssaThes ¢ PC.
interface vlan 4
no forward interface Vian2
nameif dmz
security-level 50
ip address 192.168.211.254 255.255.255.0
IlpoBepka: komara show switch vian IOKAa3BIBACT HMEHA H CTATYC BeeX vlan na ASA.
Hacrpoiixa DHCP na ASA5505 UL aBTOMATHYECKO! Bblnaun ip-nactpoek Public User]
u Public User?.
dhcpd address 192.168.211.11-192.168.211.19 dmz
dhcepd dns 192.168.211.1 interface dmz
dhepd enable dmz
ASAS5505 uepes DHCP coo6maer Public User's, 9106kl oHu cBon dns-3anpockr Ha
paspemenne dmz.net B ip-azpec ornpapmstt DNS-cirysx6e DMZ-cepsepa. DMZ-server Oyner
coobmars  Public User's, uro ip-agpec dmz.net Gyner ero e CoOCTBEeHHBIH anpec —
192.168.2Ne. 1.
Hacrpoiixa IP na DMZ-server.
ip-address 192.168.211.1



mask 255.255.255.0

default gateway 192.168.211.254 (ip-anpec uHrepdeitca ASAS505 B 5100 CeTH)
dns 192.168.211.1

Hacrpoiixa DNS na DMZ-server.

Brirounts ciyx6y DNS, YKasaTb UMs caiita dmz.net m cooTBeTcTRHE eMy ip-ajipeca
HaXaTh KHOIIKY add.

t]

DNS Service @ on & off

Resource Records

Name ‘dmz.net )

Address [192.168.2N.1

R

Mposepxka: ping mexmy coboit Y BCEX YCTPOHCTB BHYTpH ceTH 192.168.2No.0/24 (Public
Users's, DMZ-server, ASAS5505) nomxen npoxoauth, y Public User's nomken OTKPBIBATHCS
caiT dmz.net.
Hacrpotika NAT/PAT must Public Users's na ASA5505.
Cospnaercs object-network u HacTpauBaetcs NAT/PAT.
object network dmz-subnet
subnet 192.168.211.0 255.255.255.0
nat (dmz,outside) dynamic interface
Ping na 8.8.8.8 u 8.8.254.252 JOJDKEH XOHTh, HO CiSCo.com He OTKpEIBaeTcCsl.
Ytobsr y Public User's 3apaboran cisco.com, B DNS-ciy:x6e DMZ-cepsepa nysxHo
TIPOIHCATE COMOCTABIICHHE Cisco.com ip-ampecy 8.8.254.252.




DNS Service
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esource Records

Name cisco.com

;§
e
é%
=
4
]

R AR

| dmz.net A Record 192.168.208.1

Iposepxa: y Public User's nomken OTKPBIBATBCS CiSCO.COM.
5. Hactpoiika SNAT.
Cosnaercsa o6wvekt Webserver-Ext, T.e. TICPEMEHHAs JUIS Ipe/ICTaBIIEHHS DMZ-cepsepa
B cetn HurepHer. Anpec g TepemMeHHol BeIGupaeTes w3 cetn 209.1.48.8/29 H HE JIOJDKEH
COBIIazaTh ¢ Ha3HAYEHHBIMH aPECAMH Ha ASA5505 u ISP.
object network Webserver-Ext
host 209.1.48.12
Teneps HyxHO coznars TCPEMEHHYIO JJISI TIPEJICTABICHHS DMZ-cepeepa B DMZ LAN u
HacTpouts SNAT.
object network Webserver
host 192.168.211.1
nat (dmz,outside) static 209.1.48.12
Mst obmena http-tpadurom Mexny PC-External u DMZ-cepBepom mys)HO HACTPOHTE
PACLIMPEHHBI CHCOK J0CTYTA 1 IPUMCHHTL €0 Ha BHEITHUI HHTepheiic ASAS5505.
access-list Outside extended permit tep any host 209.1.48.12 eq www
access-group Outside in interface outside
Yro651 dmz.net na PC-External OTKpBIBAICS 110 uMeHH, Ha DNS-ceprepe 8.8.8.8 HYXHO
Tipomucary cooTBeTcTBre dmz.net BHemHEeMy ip-anpecy. B mpotusroM ciy4ae, 4ToOBI caiT
OTKPBIICS B CTPOKe Opaysepa, HyKHO YKa3aTh TONBKO BHELIHHI ip-anpec.
Iposepka: Ha PC-External caiit dmz.net JIOJDKEH OTKPBIBATHCS.
Coxpanenne koHDHTypanmn na Beex CETEBBIX YCTPOHCTBAX, COXpaHeHHe npoekra CPT.
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3ananme 4 Mocrpoenne kamenTeknx VPN-cereii

Hcxonubie nanubie:

1. Ne — Homep Bamero BapHaHTa.

2. X - gmcno, koropoe HYXHO BBIOPATH HO ONpe/e/ieHHbIM TPABHJIaM M3 HEKOTOPOro
MHO3KECTBa.

3. DR —Mapmpyt no ymomuasmuo.

4. Ha Bcex MapIIpyTH3ATOPax JIOTHH/TAPOJIE Cisco,

5. Ha ASA5505 enable password IIyCTOM.

6. Ha cxemax KpacHbIM mserom IIOMEYAIOTCs 007TaCTH, IIe Heo6X0IuMO BEINTOJIHATH
HACTPOHKY.

7. B Konburypaumu KkpacHeM mBeTOM [IOMEHAIOTCS. MECTd, KOTOphIe HEOOXO0AMMO
H3MEHHTb.

8. B pamkax Lab 2-3 6a3opas Hactpoiika R1, R2 u ISP yxe Bomosnena,

9. Tlpu mpoBepke ping W mombiTke OTKPBITH CaHT Cisco.com wam Intranet-cepsepa
TAKETBI MOTYT Ha9aTh XOJIUTh HE CPa3y, a TOIbKO ¢ BTOPOU-TpeTheif IIoNnBITKy,



10. Tlocne BbIDONHEHHS KakoOi 3ajaqu, Ha BceM OOOPYNOBAHHMH, IZe BBINOJIHSIIACK
HACTPOHKA, HEOOXOMUMO COXPAHSTH KOH(HTYPALHS ¢ MOMOIIBIO KOMAH,IBT copy run start, 1160
€e KpaTkoro aHanora write (s Cisco ASA5505 — write memory).

11. O6bekTs H3yuenus ASA5505:

- ASA Basic;

- HacTpoiika DHCP;

- HaCTpo¥ika group-policy;

- HACTPOHKa username u password;

- HacTpoika webvpn.

3agaum:

1. Hactpoiika nuaamuyeckoii Mapuipytusauud Ha R1, R2 u ISP.

2. Hacrpoiika LAN R2.

3. Hacrpoiika coemunenus R1 ¢ ASA.

4. Hacrpoiika ASA u LAN ASA.

5. Hacrpoiika VPN ASA.,

Xoj paboTsI:

6. Ha RIl, R2 u ISP semonnsercs nactpoiika OSPF. Huke mpuBomutcss THoBas
KOH(HTYpamus s HaCTPOHKH JMHAMHYECKOH MapIIpy TH3AIHH,

router ospf Ne

log-adjacency-changes detail
network 10.0.0.0 0.255.255.255 area 0

Ha ISP wacrpauBaercst MapuipyT 10 YMOTYaHWIO B ctopony 8.8.0.0/16 u ero
pacnpenenerue yepes OSPF,

ip route 0.0.0.0 0.0.0.0 gi0/0 1

router ospf Ne

default-information originate

Ilposepka: B BRIBOIE KOMaHIB show ip route ma R1 u R2 nomken TIPHCYTCTBOBATh
MapIpyT 1o ymonyarmio ot ISP, a Takxe mapmpytsr k APYTHM CETAM, MOITyYeHHbIE uepe3
OSPF. Ping or R1 u R2 110 8.8.8.8 nomken IPOXOJUTE,

7. Ha R2 nacrpansaercs unTepdeiic B cropony LAN (cormacho nmusaiina) g DHCP-
cepsep. PC2-Client nomken nomyuars asromariueckie HacTpoliku mo DHCP,

description LAN

no shutdown

ip address 10.2Ne.Ne.X /26

Hacrpoiika DHCP na R2.

ip dhep pool LAN

network 10.2Ne.Ne.64 /26
default-router 10.2Ne.No.X
dns-server 8.8.8.8

Iocne wactpoitku DHCP  cerepas kapra PC2-Client nepeBomurcs B pexum
ABTOMATHYECKOI'0 MPHeMa ip-HacTpoexK.

ITposepka: na PC2-Client momken OTKPBIBATBCS CaifT cisco.com. Ha R1 B taGnume
MapIIpyTH3aLNK JI0JKEH IIPHCYTCTBOBATE MApIIPYT K CeTH PC2-Client, nomyuennprix yepes
OSPF.

8. HaRI nacrpausaetcs LAN-unTepeiic (cornacuo JI3aiHa).

description LAN_ASAS5505

no shutdown

ip address 10.No.No.X /28



IlpoBepka: Ha R2 TadIMIE MapUIpyTH3AIMH [OIBKeH TIPHCYTCTBOBATL MapIIpyT K
cetu 10.No.Ne.128/28, momyuenmprii 4epe3 OSPF.

9. Ckpunt 6a3oBoii HacTpolikn ASA5505,

conf't

hostname ASA5505

interface Ethernet0/0

switchport access vlan 3
exit

interface Ethernet0/1

switchport access vian 2
exit

interface vlan 2

nameif inside
ip address 192.168.Ne.X /26
exit

interface vlan 3

nameif outside
ip address 10.Ne.Ne.X /28
exit

route outside 0.0.0.0 0.0.0.0 10.Ne.No.X 1

class-map global-classNe

match default-inspection-traffic
exit

policy-map global_policy

class global-classNe
inspect ftp

inspect h323
inspect http
inspect icmp
inspect tftp

exit

service-policy global _policy global

object network inside-subnet
subnet 192.168.No.0 /26
nat (inside,outside) dynamic interface

exit

write memory

Hactpoiika DHCP na ASA5505.

dhcpd address 192.168.Ne.X-192.168.No.X inside

dhcepd dns 8.8.8.8 interface inside

dhepd enable inside

Hacrpoiika IP na LAN-ycrpoiictsax.

Ha Intranet-server'e BPY4HYIO IPHMEHSIOTCS ip-HACTPOIKH (CormacHo nn3aiina). PC1
nonyyaer ip-nactpoiiku mo DHCP or ASA5505 (ecim ecTh mpobiIeMBbI ¢ TIoJIydeHHEM ip-ajipeca
OCHOBHOT0 LLJII03a, TO IP-HACTPOHKH BBIIOJIHSIOTCS BPYYHYIO).

Ilposepxka: ping na 8.8.8.8 u 8.8.254.252 (cisco.com) nomKen poxoTHT.



Cisco.com na LAN-yctpoiicreax ne OTKPBIBAETCSI, HO OTKPBIBAETCH IO ip-anpecy
8.8.254.252. TpeGyeres HACTPOHTL  paspeIleHHe NPOXOKIeHHs dns-tpaduka B nmommTHKE
GesomacHocTir ASA5505.

policy-map global |_policy

class global-classNe
inspect dns
exit

Iposepxa: caiit cisco.com OTKpeBaeTcs Ha LAN-ycrpoiicTrax.

10. Hacrpoiixa WebVPN,

B oxue ynpasienus ASAS5505 myxHO IEpeHTH Ha BKIajIKy Config u BBIOpATh MeHIo
Bookmark Manager. B none Bookmark Title myxuo yeranormrs onucanue Remote, B mose
URL ycranosuts http://192.168 No.1 u naskats KHONKY Add (cMm. puc.).

e

Fuivalent ASA Commands

1
[
1
!
1

s

ASA

ASAgconfigure terminal
ASA (confiq)$

ASZ (config) §

|
i

e CEmE s,

ocne nacrpoiixn 3akmaky HYXHO HACTPOHTEH MOUTHKY 6e30MacHOCTH.
B pexume rinobGansuoit KOH(HTYpaluy BKIoyaeTes webvpn u npumensiercs ma outside-
unrepdeiic,
webvpn

enable outside

exit
Hanee nacrpamnsaetcs I'PYILIOBAK MOTUTHKA YAJICHHLIX TOJb30BaTe ek,
group-policy remote_users internal




group-policy remote_users attributes
vpn-tunnel-protocol ssl-clientless
webvpn
url-list value Remote
exit
[Mocne  wmactpoitku TPYNIOBOH  NOIMTHKM — HacTpamBaeTcs aBTOpU3al|s 110
JOrHHY/Tapoio.
username client password ciscoNe
username client attributes
vpn-group-policy remote_users
Ha nawmemn ympasnenus ASAS5505 so BKianke Config myxmo BbIOpaTe Menro User

Manager. B noxe Profile Name ykaseaercs client-profile u 3atem nysxno maxats KHOIKY Set
(cM. puc.).

Username ¢

i Boskmark . Profleame .

Remote client-profile remote_users

Equivalent ASA Commands

ASBA {config-username)fexit

ASA {config)§-~2Z

ASAE

55!3—5—(’:5}73‘1{;_1: Configured from conscle by conscle

ASA¥configure terminal
ASA{config)¢
ASA{configig
ASA {config)

Ha PC2-Remote B  anpecuoit CTpoke Opaysepa  ykaswiBaercs
https://10.Ne.Ne. X (ip-anpec ASAS5505, xoropslii Ha3maseH Ha outside-uurepdeiic). IMocne
yCTaHoBku coequHeHus ASAS5505 sanpocut Jorus/napons. Ecmu Bee BemomHeno NIPABHITBHO,
TO Hepes 3alMIIeHHOe coexnHeHHMe Ha PC2-Remote Gyner ormpasnena web-cTpanuna c
Intranet-cepsepa (cM. puc.).

ITpoBepxa:
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welcome to intranet

Coxpanenue KOHHTYpaiuK Ha Beex ceTeRbIx YeTpoiictsax, coXpanenue npoexta CPT.

Bonpocsi ona exodnozo KOHmpons

1.Yto Takoe OpanyiMaysp B coctase OIEPALMOHHON CHCTEMBI?

2.Kakas deneparbhas cnyx6a orseuaer za 3aMUTY MHbOPMALH HEKpUnTorpaguye-
CKHMH CpeicTBaMu?

3.Kaxumu joxymentamu PETTIAMEHTHPYETCS HEOGXOMUMOCTD MCTIOJIB30BAHUS MEKCeTe-
BBIX 9KPAHOB B MH(DOPMAIMOHHBIX CHCTEMax?

4.Kaxumu nokymeHTamu PEIVIAMCHTHPYETCA HEOOXO/MMOCTE  HCTONB30BAHHS CHCTEM
0GHApYeHHS H TPe0TBpAIIEHHS BTOPIKEHUH B HHPOPMAIHOHHBIX CHCTEMAX, HMe-
TOIIHX TOAKIMOYEHHE K CeTM OOIIETr0 MOMb30BaHHS U oGpabariBaromux uHbOpMa-
LHIO OTPAHUICHHOTO 10CTyma?

5. Kakum 06pasom MoxHO 0Gecreunts 32Ty HHGOPMAIIMH 1IPH Tepesiade ee 3a npejie-
JIBI KOHTPOITHPYEMOTO NIEPUMETPA OpraHH3aIuH?

6. Kaxumu moxkymentamu PerlamMeHTHpYeTest 00paboTKa KOH(HICHIMAIBHOM unpopma-
MK H HEOOXOMUMOCTD ee 3aruThI?

7.Kaxkumu nokymentamu PEIIaMEHTHPYeTCA 00paboTka NePCOHANbHBIX JAHHBIX H HeoG-
XOIHUMOCTh UX 3aIHATHI?

8.Kaxum noxymenTom peraamenTupyercest o6paborka undopmanuy B FOCY1apPCTBEHHBIX
HH(POPMAITMOHHBIX CHCTEMAX H HEOBXOIUMOCTS e 3aIUTEI?

9.Ilepeunciure HEOGX0UMBIE COCTARTSIOMHE Anst 0GecredeH s 3aUTh KOHPHACHITH-



anbHOH HH(OpManmu npu oGpaboTke ee Ha ABTOHOMHBIX aBTOMATH3MPOBAHHBIX Pa-
6oumx mecrax.

10. Iepeuncnnre HeoGXomMMBIE COCTABILIIOLIME TSl 0OECIICYEHHS 3aIMHTHI KOH(H1eH-
UHaNBHOH HH(OPMANKH npH 00paboTke ee Ha paGowmx mecTax HOJAKIIFOYEHHBIX K
JIOKa/IBHOH BBIYHCIIHTELHON ceTH OPTaHM3AlHK IIPH OTCYTCTBHH JOCTYIA K CeTSAM
001Iero mosk30BaHus.

11. Tepeuncnure Heobx0mMMbIE COCTABIAIOMKE 1151 00ECIICUEH s 3alUThI KOH(H/ICH-
IHATHHOH MHpOPMamK 1pu obpabotke ee Ha paGoumx mecrax NOAKITIOYEHHBIX K
JIOKaNBHOH BBIYHCIHTENFHON CETH OpraHu3aruu Op¥ yCIIOBHH HATHYMA J0CTyNA K
CeTsM 0OINEro noJb30BaHus,

12. Tlpn momoumm kakux MexaHH3MOR MOKHO PasTpaHHYHTh JOCTYI HOJIB30BATENCH U3
OJTHOTO CErMEHTA JIOKANBHOI BEIMUCIIUTELHOR CeTH K HH(pOPMALHH OrpaHHYeHHOro
JocTyma?

13. Yro Takoe 4BTOMAaTH3HUPOBAHHAS CHCTEMA?

14. Kakue knaccer AC BB 3HaeTe?

15. Kakue yposuu sammmensocty HH(DOPMAIHOHHBIX CHCTeM, 00pabaThIBaIOITHX nep-
COHAJILHBIE JaHHBIC BHI 3HaeTe?

16. Kakue xiaccer TOCYAapCTBEHHbIX HH(OPMAIMOHHBIX CHCTEM BbI 3HAETE?

Konmponvuuie sonpocer k IK3aMeny

1. Pacnpenenennas 00paboTKa JaHHBIX.

2. Knaccuduxanus ceteii mo crocobam pacnpenesenus JIaHHBIX, CPaBHUTENBHAS Xa-
PAKTEPHCTHKA PA3ITHYHBIX THIIOB CETEll,

3. CereBble ONepAHOHHBIC CHCTEMEL.

4. Cpenctsa B3aumoseiicTBHS IIPOLIECCOB B CETHX.

5. Cucremsr IJIMEHT-CEPBEp, ONHOPAHTOBBIE CETH, TOKANBHBIE M TI0GATBHLE CETH.

6. MapupyTusatoper, mexcerebie 9KpaHbl (M3). OcHOBHBIE cXeMmEl MIPUMEHEHHSI
MD.

7. Abonentckoe mudpopanye. Bupryanshsie uacrabie cery.

8. Mnentnduxarms u AYTeHTH(OHUKAIHST AG0HEHTOR CETH.

9. Merozsl pasnenenus PECYPCOB H TEXHOJIOIHH PasTpaHHYeH s JOCTyTA.

10. Dnexrponnas nupposas momucs 1 HaKeTHOe MHU(ppOBaHHe.

11. Kpunrorpaduueckne cerepsie IIPOTOKOJIBL. YTIpaBienue Kirouamu.

12. TlonaTie momuruke cerepoii Oe3onmacHocti. THITOBBIE 3jleMeHTEL NOJIMTHKU CceTe-
BO# 6e3omacHocTH.

13. Pexomenparnuu o HOCTPOCHHIO HOJIHUTHKK CeTeBOH GE30MacHOCTH, OcHoBHEIe 1m1a-
TH I10 peanu3anuy IOIUTHKH CETEBOH GE30TIACHOCTH.,

14. OcHoBHbIe KpuTepry anamm3a ceTenoii Geszonackocty. Obmas NpoNeaypa aHanu3a.,

15. Mogens OSI. Ys3Bumoctn 6a30BLix TpoTokonos cemetictsa TCP/IP u nporokomnos
YTIPABJIEHHS CETHIO.

16. Ipuknanusie mpoTokos! i CityK0bl. 3amuTa ot BHPYCOB.

17. Ocobernoctu peamusanun u B3aUMOJIEHCTBUS IPHIOKEHHH Ha Pa3MYHBIX ILIaT-
bopmax.

18. OcHOBHbIE TpHHIHUIEI obecnedeHus Ge3omacHocTH u YUPABIICHUS PACIIPe/IeIIeH-
HBIMH PECYPCAMH.

19. Obecnevenne HanesxmocT: HH(pacTpykrypst MHTepHeT.

20. Bunpr HCIOJIb3yeMBIX B MIHTEpHET KAHAIOB CBSI3H, OcobeHHocTy uX 3amuTHL

21. IlpuMeHenne MexceTeBbIX SKpaHoB. BUpTyanbHble YacTHBIE ceTH,

22. IIpoTOKOIBI MapmpyTH3amMK. Be30nacHoeTs TIPOTOKOJIOB THHAMHYECKOH Mapmipy-
THU3AIHH.
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besonacrocTs pasmmunex THIIOB noakmouenus k Murepner. Murerpauns noxas-
HBIX CeTell B PETHOHAIILHBIE  ITIOGATHHEIC CETH,

Konrposne 1 anams obecrievenms Ge3omacHoCTH oK ITIOueH s K HuTepuer.
Ceprudunuposannrie cpencrsa ananusa SALIUIIEHHOCTH WH()OPMAIIHOHHBIX CH-
cTeM

PermamenT nposenenns TIPOBEPOK Ha HATHYHE YS3BUMOCTEH

Tunossie cxembr noctpoenus cereit TPCANPHATHI C MCIIO/Ib30BAHHEM MEKCETEBbIX
9KPaHOB

Tumosrie cxemsr moctpoenus cereit NPEJNPHSITHE C HCOIB30BaAHKHEM CEPBEPOR
JOCTyma

Peecrp ceprudunmposannnx CPEICTB 3auTEl HHGopMaran GCTIK

Hopsinok opranmsamuy 3anmuTer py 00paboTke KOHPHICHIIUATEHON HHbOpMATH
Hopsinox opranmsanuy sammre HH(OPMAINA B HHPOPMAIMOHHEIX CHCTEMaxX 00-
PabaThIBAIOIIMX MEPCOHANBHBIC JAHHEIE

Hopsinox opranusamnuu samurs HH(OPMALHH B rOCYIapcTBEHHBIX MH(OPMaIHOH-
HBIX CHCTEMaX

Obecneuenwe 3ammmrei MHGOPMALUHA NIPH Tiepesade 3a HpeJe/Ibl KOHTPOIUPYEMOii
30HEI

Ceprutmuuposannsie cpecTpa KPHITOrpahHIeCcKoil 3auThl uHbopManEH
Hcnonssopanue snextponnoii u KBATH(HUMPOBAHHO DIEKTPOHHBIX MOINHUCEH st
obecrieueH s aBTOPCTBA uHpOpManuy, ee HeTIPOTUBOPEYMBOCTH

OcHOBHBIE BO3MOXKHOCTH COBPCMEHHBIX CKAHEPOB YA3BUMOCTEH Ha npumepe XSpi-
der

OCHOBHEIE BO3MOXHOCTH COBPEMCHHBIX CKAHEPOB YA3BHMOCTEN Ha nprMepe Cka-
Hep-BC

Heceprudunuposannsie cucrenmsr aHanu3a ysa3BUMOCTeEH, Ha IIpHMepe metasploit.
Aynmut WiFi ceteif, Mexaaname o0eCTIeuenns X 3aruTEL

Topsinox opranmszanuu pa6ot mo YIPABJICHHUIO CUCTEMaMH 3alUTHI HHBOPMAIHH
IIpH HCTIONIb30BAHUH €JIMHOTO LIEHTpa obecrneyenus HH(OPMALIHOHHO Ge30macHo-
CTH B Opranu3anuu Ha npumepe Dallas Lock

Hopsinox opranusamuu pador 1o YNPABIICHHIO CHCTEMAaMH 3alMThl HHDOPMALHH
TpU MCIIOJIB30BAHUM €/IMHOTO IIEHTPa 0GecreueHHs unbopmanuHonHoH GesonacHo-
CTH B Opranusaluy Ha npumepe Secret Net Studio.

Benynme oreuectBerHble BEHJIOPHI B cepe obecrieyenus HH(pOPMaLHOHHOH Ge3-
ONACHOCTH HEKPHIIOTPAYHYECKHMY CPeICTBAMH B ceTsix DBM

Benymue oreuectsennsie BEHJIOPEI B chepe obecricuenns HHGOPMAHOHHOH Ge3-
OIAaCHOCTH C HCIOTH30BAHUEM CPE/ICTB KPUIITOrpaduuecKoii 3aUTHI HHGOpPManuu
B ceTsx DBM

Opranmsanust noMeHa 6e301acHOCTH B ceTH Ha npumepe Dallas Lock

Opranmsanus gomeHa 6e30MACHOCTH B ceTH Ha npumepe Secret Net Studio
Texunonorus sauure! vudopMariu [IPH TPAHCTPAHUYHOM Meperade.

Oprannzanus 3amure HH(OPMAIMH IITATHBIMH CPeICTBAMH obopynoBanus Ha
npumepe ACL, Vlan, nporokosos MapIupyTH3aIMHH.

Mexanu3Mbl COBpeMEHHBIX OlIEPALHOHHBIX CHCTEM 1ist obecneuenus nHbopMAary-
OHHOW 0€30IaCHOCTH MpH (yHKIHOHMpPOBAHNH B ceTH

Mexaum3msl coBpemMeHHBIX OICPAIHOHHBIX CHCTEM /Ul 00€CTIeUeH s HHpOpMAIH-
OHHOM Oe3omacHoCTH IIpH (DYHKIIMOHHPOBAHNH B BHUPTYaIbHBIX HH(ppacTpyKTypax,
H J1aTa [IeHTpax.

PaBora ¢ oTayxnaembivMu HocHTETIIME B ceTsx,

Tunosere IK3aMEHAIHOHHBbIE 3aJa4Y1
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10.

PaspaGoraiirte cxemy 3ammre JIBC npenrnpuarus 1 APM 6es nocryna k cern.
PaspaGotaiite cxemy saumter JIBC npenupustis 1 APM Ges noctyna k cetu ects PCO.,
Paspatoraiite cxemy samurer JIBC npeanpustus 1 APM ects untepuer

Paspaboraiite cxemy 3amurs: JIBC npemnpustas 1 APM ects PCO, ectr JOCTYII K HH-
TEpHET.

Paspaboraiite cxemy sammrer JIBC NPCANPUATHA HECKONbKO APM coenmHeHHBIX B
JIBC.

Paspaboraiite cxemy sammrsr JIBC UPCATpUATAS HecKombko APM coenuienunx B JIBC
ects PCO HeT nopxmouenus x HMHTEpHET

PaspaGoraiite cxemy samuter JIBC TPEIIIPHSTHS HeCKOIbKO APM coennnennsx B JIBC
ectb PCO ecth noaxmouente k HHTEpHET

Paspaboraiire cxemy 3amure HPEANPHATHS, COCTOSIIETO U3 HECKOMbKHX PaBHOIIPABHBIX
¢ummanos.

Paspaboraiite cxemy 3ammrer TIPEATIPHATHS, COCTOSAMIETO M3 HECKOIBKHX dbunmasos, mo-
CTYII K TOJIOBHOMY O(HCY OcyIecTRseTCs 4epes cepBep J0CTyIa.

PaspaGoraiite cxemy 3amurh: IPCANPUATHS, COCTOSIIETO U3 HECKOIBKHX HEPaBHOIIPAB-
HBIX (OHIIMATIOB.



Jluer peracrpanun uamenenmuii Kk PITLQ

IMomnucs
paspaborunka

PIIT

Komuuectso
CTPaHHI
H3MEHEHUS

Howmep nmporokona 3acenanms Kaderpe,
AlaTa yTBePKACHUS M3MEHEHHUS

04.10.2021 mpotokon Ne2.
Bocnurarensuas pabora obygarommxcs.
OcHoBanue: Dedeparvuniii axon om 31.07.2020
N 304-@3 "O snecenuu usmenenyii ¢ Dedepans-
Hbiil 3akom "06 ofpazosanuu ¢ Poccuiickoii dege-
payui” no éonpocam eocnumarus obyuarouguxcs”
04.10.2021 ipoTtokor Ne2.

Ipaktuyeckas noaroroska obyuarommxcs.
OcHoBanue: Hpuras Munucmepcmea HAYKU u
sbicute2o obpazosanus Poccuiickoil Dedepayuu,
Munucmepemea npoceewenus Poccutickoii Dede-
payuu om 05.08.2020 2. Ne 885/390 "0 npakmuye-
CKOtl hodzomoske oByyaiouuxcs"




